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1. OnucaHue ycTtpomucTBa

1.1. Onucanne SWMGP-84SFP-W

SWMGP-84SFP-W - mnpousBoauTeIbHBIN yrpaBisieMblid mpomblnuieHHBIA full Gigabit
KOMMYTaTop ¢ MHOXecTBoM (yHkiuii. KomMmyTaTtop MoxkeT paboTaTh B HIMPOKOM JHAra3oHe
TEeMIEpaTyp, B NMbUILHON U BIaxkHOH cpene. Ero moxxHo HacTpauBath yepe3 Windows yTUIIUTY,
untepHert, Telnet, kornconpb nmm apyrue SNMP nporpammel.

1.2. Xapakrepuctuku NO

Camas ObicTpass B MUpPE TEXHOJOTHs KOJbLIEBOTO pe3epBupoBanusi B Ethernet cersix
(Bpems BoccTanosneHus <10 mc npu 250 ycrpoiicTBax)

IMonnepxxuBaetr Texnosoruto Ring Coupling, Texnonoruto Dual Homing napasmiensHo ¢
Sy-Ring

[Momnepkka SNMPv1/v2/v3, RMON wu ynpaeienue cerbto VLAN Ha oOcHOBe
optos/802.1Q

YBenomieHus: 0 coObITHX ¢ TomoIbio Email, SNMP trap u pene
BosmoxnocTs HacTpoiiku ¢ momomnsto Web, Telnet u konconu (CLI)
BxitoueHne/0TKIIIOYeHNE TIOPTOB, CITUCKHU I0CTyNa Ha ocHoBe MAC
Kontpounb noctymna k cetu o nopram (802.1x)

VLAN (802.1Q) nns pa3aenenus cereBoro Tpaduka u odecrneueHust 0€30macHOCTH
[lenTpanu3zoBaHHOE ylpaBJieHNE MapoasiMu ¢ momolisio Radius
udposannas ayrentuduxanmst SNMPv3 nns 6ezonacHoro nocryna
[Mognepxka RSTP (802.1w)

Quality of Service (802.1p) s Tpaduka B pexxuMe pealbHOT0 BpeMEHH
VLAN (802.1Q) ¢ nBoiiHbIM TerupoBanueM u noauepxkoit GVRP

IGMP Snooping u1st MHOTOapecHON (HIIBTpALUU

Hactpolika nopToB, COCTOSIHUE, CTATUCTHKA, 3€pKaIUpOBaHKe, 0€30I1aCHOCTb

Y nanenusiii MoauTopuHr (RMON)

1.3. XapakTepuCTUKM yCTPOUCTBA

2 pe3epBUPYEMBIX UCTOYHHUKA TUTAHUS

Pabouas remneparypa: ot -40 mo 70 °C

Temneparypa xpanenust: -40 no 85 °C

JHomyctumas pabodast BiaxxHOCTh: OT 5% 10 95%, 6e3 koHIeHcaTa

Kopmyc IP-30

www.symanitron.ru 3
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e 810/100/1000Base-T(X)
e 41000Base-X SFP

e KOHCOJIbHBIN OPT

e Tabaputsl: 96,4 mm (mupuna) x 108,5 mm (Tommmua) X 154 MM (BeicoTa) (3,8 x 4,27 X
6,06 mroiiMOoB)
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2. Hactpouka yctpouctBa

2.1. YctaHoBKa kommyTaTopa Ha DIN-penky

Kaxnapiii kommyTtaTop numeet kperienue Ha DIN-peliky Ha HkHel naHenu. Kpernnenue Ha
DIN-peiiky mo3BossieT 3apuKcupoBaTh KOMMYTaTOP.

2.1.1. Kpennenne SWMGP-84SFP-W Ha DIN-peunky

[ar 1. HaknoHuTEe KOMMYTATOp U 3aKPENUTE METAUIMYECKYIO MPYXUHY Ha Din-peiiky.

[Mar 2. ITpuxmute kommyTatop kK DIN-peiike moka He yCIbIIINTE MIETYOK.

www.symanitron.ru 5
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2.2. YcTaHOBKa KOMMyTaTopa Ha CTeHy

[TaHens HACTEHHOTO KPEIJIEHUsI MOKHO HalWTH B ynakoBke. Cieayromniye mary noKas3blBarorT,
KakK 3aKpEenUTh KOMMYTaTOp Ha CTEHE.

2.2.1. KpenneHne SWMGP-84SFP-W Ha cTeHy

[Har 1: Cuumute kpemienue Din-peiiku
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[lar 2: TlpuxkpenuTe K TaHEIM HACTEHHOTO KPEIUICHMs, HCIOJB3YysSd 6 MIypyrnoB U3
ynakoBKH. Tak ke, Kak MOKa3aHO Ha PUCYHKE:

www.symanitron.ru 7
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Crienudukanys IrypyrnoB Noka3aHa Ha pUCYHKaxX HUKe. YTOOBI 3aIIUTUTh KOMMYTATOp OT
JTr0OBIX MOBPEXKICHHH, pa3Mep LIYPYIOB JODKEH ObITh He 0OJbIIE Pa3MEepPOB, HCIIONIB3YIOIIUXCS
Ha cepBepax yCTPOMCTB.

Emm Pozidn veo

[ar 3: ITpukpenute cOOpaHHBIM KOMMYTATOP K CTEHE.
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3. O630p ycTpoucTea

3.1. MNepenHasa naHenb

B Tabnuue onncana mapkuposka Ha SWMGP-84SFP-W.

Hopt Onucanue

3 10/100BaseTX RJ45 Fast Ethernet mopros,
MoAACPKUBAKOIINX aBTOMATHUYCCKOC COTJIaCOBAHUE
Hacrpoiiku 1o yMor4aHuio:

Speed: auto

Duplex: auto

Flow control: Disable

Fast Ethernet 10/100/1000Base-
T(X) moptel RJ-45

2 100/1000Base-X SFP nmopra u 2

Combo Port
10/100/1000Base-T(X) nmopta
Koncoab Hcnonb3yiite nepexoquuk RS-232 - RJ45
SWMGP-84SFP-w
Reset g 1
2
3
4
13 0
6
12 '
8
11 ®
10

10/100/1000T

SWMGP-84SFP-W

WWwWw.symanitron.ru 9
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1. Knomnka Reset. Haxumaiite Ha KHOIIKY B T€Y€HHE 3 CEKYH]I JIJIs TIepe3arpy3Ku; S5 CEKyH/I
JuIst cOpoca /10 3aBOJICKMX HAaCTPOEK.

2. Unaukatop PWR. IIpu noakmrouenun PWR 3aropaercs 3enenas jamMnoyka.
3. Unauxatop PWRI1
4. Unaukarop PWR2

5. Uanukatop R.M. (Ring Master). Korna 3aropaercs nuHAUKATOpP, 3TO 3HAYUT, YTO
KOMMYTATOp SIBJISIETCS [J1aBHBIM B KOJIBLICBOU TOIIOJIOIHH.

6.MnukaTop xKoblieBol cBsizu. Korma 3aropaercst MHIUKATOP, 3TO 3HAYUT, YTO TEXHOJIOTHUS
O-Ring akTuBHpOBaHa

7. UnaukaTtop curHaibHOro pene. Korma nocrynaer aBapuidHbIi CUTHAI, 3ar0paeTcst
OpaH’KeBasl JIAMIIOYKA.

8. KoncoupHbrit mopt (RJ-45)

9. Unaukatop PoE

10. Unaukarop cocrosausi Ethernet mopros
11. 10/100/1000Base-T(X) moptsr

12. 1000Base-X SFP nopTts1

13. Uupukarop cocrosinug SFP mopra

3.2. UugukaTopbl Ha nepeaHen NaHenu

Nuaukarop [Ber Cocrosinue Onucanue
PWR 3es1eHbIH Bxiroyen IInTanne akTHBHO
PWR1 3eneHbli Bxnrouen I b1ii MOAYJIb TOCTOSIHHOTO TOKA aKTUBEH
PWR?2 3eNeHbIi Bxurouen 200 MOZlyJIb IOCTOSIHHOTO TOKA aKTUBEH
PWR3 3eNeHbIi Bxurouen Pa3beM nuTaHus aKTUBEH
R.M. 3eneHbli Bxnrouen ['maBHOE ycTporicTBo B Sy-Ring

Bxurouen Sy-Ring BkIt0UeH

MesuTerHo B Tomonorun Sy-Ring Toipko 0HO coeuHEHNE

) . (He XBaTaeT OJTHOTO COCTUHEHNSI, YTOOBI

Ring 3eneHbli MHraet MOCTPOUTH KOJIBLIO)

bricTpo Sy-Ring paboTtaer HOpMaJIbHO

MUTaeT
Fault OpanxkeBslii | Bkitouen Pene c6os. COo0il muTaHus WM OTKa3 MOpTa
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Gigabit Ethernet moptbi

Bxnrouen ITopt noacoennHeH
LNK/ACT 3eneHslit

Muraer Ilepenaya naHHBIX
Gigabit SFP noptbi

Bxnrouen ITopt nogkiroueH
LNKACT 3eneHbIn

Muraet Ilepenaua naHHbIX

Briximrouen PoE BximroueHo
Nupukarop N
POE 3eNeHbIi

Bxirouen PoE BrIKIIIOUEHO

3.3. HnxHAaa naHenb

Komnonents! HnxHel nanenn kommyraropa SWMGP-84SFP-W:
1. Ha xiemmHoit kononke Haxoxasres: PWR1, PWR2 (50-57V DC)

2. 3a3eMIIIOIINI TPOBOJT

Power hjnd
Supply V-
50-57 vDC

Power
Supply

+24V GND
Warning
Device
V- | power
V+ | Supply
50~57 VDC

www.symanitron.ru

@ ¢ 0 ©0 ©

o 0 O ©

L4 0 0 0 ¢

Frame Ground 6 06 06 6

c O © o
© 0 0 ©

0O 0 O ©
© O 0O 0O

0 0 O O
© 0 o 0O

0O 0 O o
© ¢ 0 ©°

Puc. Ioakmrouenue nurauns k SWMGP-84SFP-W
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3.4. 3agHAA naHenb

OnemenTsl Ha HWkHEH manemn SWMGP-84SFP-W:
1. OTBepcTrsa Ui MypyINOB AJIs KPEIUICHUS HA CTEHY

2. Kpennenne na Din-peiiky

12
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4. Kabenu

4.1. Ethernet kabenu

Kommyrtatoper SWMGP-84SFP-W  umerot cranaapthaeie Ethernet moptel. CormnacHo Tuiry
coenuHeHusi, komMmyTaTopsl ucnoib3ytoT UTP kabenu CAT 3, 4, 5, Se ansg noakitoueHus K
mo0biM  ApyruM  ceteBbiM  ycTpoiictBam (IIK, cepBeprl, kKoMMyTaTOpbl, pOYyTEpHl, WU
KOHIIEHTPATOpHhI). XapaKTepUCTUKHU Kabelel mpecTaBleHbl B TabIuULIe:

Tumbl 1 XapakTepUCTUKU Kabemnei

KaoGean Tun MakcuMajabHasg JJINHA Konunextop
10Base-T Cat. 3,4,5 1000Om UTP 100 m (328 ¢yToB) RJ-45
100Base-TX Cat. 5 100 Om UTP UTP 100 m (328 dyToB) RJ-45
1000Base-TX | Cat.5/Cat.5e 100 Om UTP UTP 100 m (328 dpyToB) RJ-45

4.1.1. HazHaueHune koHTakTOoB 100BASE-TX/10BASE-T

B moprax 100BaseTX/10BaseT xoHTakTsl 1 ¥ 2 HCHONB3YIOTCS [UISA MEpelavyd JaHHBIX, U
KOHTAKThI 3 ¥ 6 UCIONb3YIOTCS ISl TOTY4EHUS] JTaHHBIX.

Hasznauenus kouraktoB RJ-45:

Homep koHTaKTa Hasnayenue
1 IIntanue PoE +
2 IIntanue PoE +
3 [Turanue PoE -
4 He ncnons3yercs
5 He ucnons3yercs
6 [Turanue PoE -
7 He ucnons3yercs
8 He ucnons3syercs

Haznauenue kontaktoB 1000Base-T(X) RJ45:

www.symanitron.ru 13




SrANTROY

PykoBoacTtBo nonb3oBatens SWMGP-84SFP-w

Homep koHTakTa Ha3znauenue
1 Bl_DA+
2 BI_DA-
3 Bl_DB+
4 Bl_DC+
5 BI_DC-
6 BI_DB-
7 Bl_ DD+
8 Bl_DD-

Kommyrarop SWMGP-84SFP-W nonnepxuBaer aBromarndeckyio padory MDI/MDI-X.
MoxHO HCIIONB30BaTh HpsAMON kabenmb s coeaunenus IIK um kommyratopa. B Tabmuie
yka3zaHbl KOHTaKThl TopToB MDI 1 MDI-X 10Base-T/100Base-TX.

Hasnauenune kontakToB 10/100Base-T(X) MDI/MDI-X

Homep konTakTa ITopT MDI IMopt MDI-X
1 TD+(nepenaua) RD+(nmomnyuenue)
2 TD-(nepenaya) RD-(momnyuenue)
3 RD+(nmonyuenue) TD+(nepenaua)
4 He ncnons3yercs He ncnons3yercs
5 He ncnons3yercs He ncnons3yercs
6 RD-(momnyuenue) TD-(nepenaya)
7 He ncnons3yercs He ucnons3yercs
8 He ncnons3yercs He ucnons3yercs

Haznauenue kontaktoB 1000Base-T(X) MDI/MDI-X

Homep konTakTa IMopT MDI IMopT MDI-X
1 Bl _DA+ Bl_DB+
14 www.symanitron.ru
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2 Bl_DA- Bl_DB-
3 Bl_DB+ Bl_DA+
4 Bl_DC+ Bl_DD+
5 Bl_DC- Bl_DD-
6 Bl_DB- Bl_DA-
7 Bl_DD+ Bl_DC+
8 Bl_DD- Bl_DC-

[Tpumedanue: + 1 — 03HAYAIOT MOJIIPHOCTH MPOBOJIOB, KOTOPBIE COCTABIISIOT IPOBOIHYIO
napy.

4.2. SFP
Kommytarop nogaep:xuBaer ontoBojokoHHble SFP TpancuBepsl: MHOromonioBeie (0-550 M,

850 um B 50/125 MM, 62,5/125 mxm) u ogHomonoBbie ¢ LC konHekTopoM. [lomauTe, uto TX
opT KoMMyTaTopa A oJKeH ObITh coeanHeH ¢ RX moprom kommyTtaropa b.

>

BONIOKOHHBLIX LLUHYP

4.3. KoHCcONbHbLIN Kabenb

Kommyraropom SWMGP-84SFP-W MOXHO ympaBisTh ¢ HOMOIIBIO KOHCOJBHOTO MOPTA.
Kabens DB9 — RJ45 moxxHO HaiiTH B ynmakoBke. X MOXXHO MOJKIIOYNTH K KOMIIBIOTEPY Yepe3
RS-232 kaGenp ¢ konHekropom DB9 «vama», u gapyroii konern (koHHeKTop RIJ45)
MOJKIIFOYAETCs K KOHCOJIBHOMY MOPTY KOMMYTAaTOpa.
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Ha3HaueHue cxeMbl KOHTAKTOB RS-232 ¢ konnekTopom DB9 DB9-RJ45

KOMINbIOTEPA «Mamna «Mamay

KonrakT (Pin) #2 RD KonrakT (Pin) #2 TD KonrakT (Pin) #2

KonTtaxkr (Pin) #3 TD Konrakr (Pin) #3 RD Kontakr (Pin) #3

Konrakt (Pin) #5 GD KonTrakr (Pin) #5 GD KonrakT (Pin) #5
DB9 Male DB9 Female

Shigld
Signal Ground ~—c

DTE Ready —w-4

g —— Clear to Send

Transmitted Data -wi-=

Received Data =———2

1
Received Line Sgnd Detect ==

& i [Zereivad by D TE Devica
o— - Trzpsmitted from DTE Device

Fing Indicakor
-l'"""-‘
9

7l Request to Serd

&
T~ DCE Ready

Received Line Signal Daed

- .. DCE Ready
Trarsmitted Data -wgp -
7 s Clear to Send
Received Data ——3

8
DTE Reacy ———4 ~ Request to Send

2

c
signal Ground -~ Ring Indicatar

Shidld

& -alf—— R=ceived by DCE D evice

e Tiansrnited from DOE Device
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5. WEB-ynpaBneHue

Buumanmue!!! [Ipexae ueM npou3BOAUTD JIHOObIE HACTPOUKH MM OOHOBJICHHUS
MPOrpaMMHOTO OOECIIEYeHHs] YCTPOWCTBA, OTKIIOYUTE KaOelu KOJbIEBOIO
pesepBupoBanusa. HE Bwikitouaiite o0opynoBaHue BO BpeMsi OOHOBIEHUS
MPOIITUBKH!

5.1. Hactpouka yepe3 web-6pay3sep
DTOT pa3jien ONMMChIBaeT HACTPOUKY uepe3 Bebd-Opaysep.
5.1.1. O web-ynpaBneHun

Bcerpoennsiii BeO-caiit HTML Haxomutcs Bo uieli-maMaTH Ha IUIaTe IEHTPAJIbHOTO
nporeccopa. OH COAEPKHUT pacIIpPeHHbIC (YHKIUU YIPABICHUS W TO3BOJISCT YIPABIATH
KOMMYTaTOpOM U3 JIFOOOH TOUKH CETH 4epe3 CTaHIapTHBIM BeO-Opaysep, Takod kak Microsoft
Internet Explorer.

Oynkuus web-ynpasnenus noguepxkusaetr Internet Explorer 5.0 u Bbime. OHa ocHOBaHa Ha
Java-anmierax c 1eNbl0 YMEHBIIUTh pa3Mep IEepelaBaeMbIX JIaHHBIX, YBEJIMYUTh CKOPOCTh
JOCTYTIA M IPEOCTAaBUTh MTPOCTOM HHTEpdETC.

[Ipumeuanue: [1o ymonuanuto, IE 5.0 unu Bbiie He mo3BosisieT Java-anmuieTaMm OTKpPbIBAaTh
cokeTbl. Heo0X0IMMO caMOCTOATENbHO Pa3pelInuTh COKETHI IS Java-amniuieToB B HACTpOMKax
Opaysepa

Hacrpoiika web-ynpasieHnus.
3HaueHus M0 YMOIYAHHUIO :
IP anmpec: 192.168.10.1
Subnet Mask: 255.255.255.0
Default Gateway: 192.168.10.254
User Name: admin
Password: admin
ABTOpHM3aNUA
1. 3anmyctute Internet Explorer.

2. HaGepwure http:// u IP anpec kommyrtaTopa. Haxxmure Enter

()~ |& nttpr1o2168101 - |4 | x|
| X v| @~ Mouck s UntepHete BHaﬁm! M~ # [Q| [dNoura £ Oaroknaccrmkm ‘ 2
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3. IlosBuTCS OKHO BXOIa

4. Benure uMs 1oib30BatTess U napoib. Mms mosib3oBaTess 1 maposib M0 yMOTYaHUIO —
admin.

5. Haxxmure Enter nnm kaonky OK, 3arem mosiBUTCS INIaBHBIA HHTEpdEiic BeO-ynpaBieHus

Connect to 192.168.10.1

2 B
)Y\ i‘ ‘

index.htm
User name: | € admin :_I
Password: [esoesl

[~ Remember my password

| QK I Cancel

Information Message

System

Mame

Description Industrial 12-ports managed PoE Gigabit Ethemet switch with
Ax10/100/1000Bas=d-T(X) and 4x1000Base-X, SFP sockat

Lacation

Contact

Hardware

MAC Address 00-1=-34-05-28-03

Time

Systein Date 1970-01-01 00:07:31 +0000

System Uptime 0d 00:07:31

Software

Kernel Yersion w7.03

Software Version v1.00

Software Date 2010-10-12 18:25:39 +0B800

auta-refresh [ |_Refresh |

Puc. OcnoBHoii unTepderic

5.1.2. OCHOBHbI€ HAaCTPOMKHU

5.1.2.1. UHpopmauumsa o cucteme

18 Www.symanitron.ru
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Sysfem Infoi’mation Configuration

System Mame
System Description Industrial 12-ports managed PoE
System Location
System Contact
System Timezone Offset (minutes) | |0

Puc. Undopmarnus o cucreme

Ta6JII/ILIa OIIMChIBACT OCHOBHBIC ITOJIA:

ITouie Onucanue

System KonTakTHas nHpopmaIus 1uia, OTBETCTBEHHOTO 3a YCTPOMCTBO. [[nnHa cTpoKu —

Contact ot 0 mo 255, Bo3moxkHBIe cHMBOJIBI - TOJAbK0 ASCII, ¢ 32 10 126 CHUMBOJIBI.
Wmsi, Ha3HAYEHHOE YCTPONCTBY. Y CIIOBHO OHO SIBJISIETCS TIOJTHBIM UMEHEM Y371a.

Svstern JIoMeHHOE MM - 3TO TEKCTOBast CTpoKa u3 OykB andasuta (A-Z, a-z), uwudp (0-9),

N{’l;lme 3Haka MuHYcC (-). [IpoGenbl B uMeHu 3anpernieHsl. [lepBbIM CUMBOJIOM JOTIKEH
OBITH OYKBEHHBIN CMBOJI, MUHYC HE MOKET OBITh IEPBBIM WJIH MOCIECIHIUM
cuMBoJioM. [{nuHa ctpoku — ot 0 g0 255.

System du3nuecKkoe MECTOIOJIOKEHUE y31a (HarnpuMep, TeIeOHHBIN IIUT, 3 ITaX).

Location | dymua ctpoku — ot 0 10 255, pa3pemniers! Toiabko ASCII cumBoss ¢ 33 1o 126.

Timezone VYcTaHoBUTE pa3HUILY, HA KOTOPYIO CMEIIAIOTCS CTPENIKU YacOB, B COOTBETCTBUU C

Offset UTC/GMT. Pa3zHuna ycTaHaBIMBAEeTCsl B MUHYTaX [0 BOCTOUHOMY BPEMEHH.
Honyctumplit uaTepBai: ot -720 g0 720 MUHYT.

Save Haxwmure, 4T00bI COXpaHUTH HACTPONKU

Reset Haxxmute, 9T00BI COPOCHUTH MOCIICTHIEC H3MEHEHHS U BEPHYTH TPEIBITYIINE
HaCTPOMKH

5.1.2.2. MNaponb agMnHUCTpaTopa

Ha 510l cTpanuiie Bbl MOKETE YCTAHOBUTH CUCTEMHBIN NApoJIb ISl TOCTyNa K BeO-

crpanuiam uinu CLI.
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System Password

Old Password

New Password

Confirm New Password

Puc. UnTepdetic agmuaucTpaTopa napoib

B Ta6nnue OIIMCaHbl OCHOBHBIC ITIOJIA:

IToae

Onucanue

Old Password

Benute TCKYH_II/Iﬁ napoJib 1 1O0CTYIIA K CUCTEMC. B CJIydac HCIIPAaBUIIbHOT'O
BBOJa IIapoOJist HOBBIU YCTAHOBJICH HC 6YI[6T.

New Password

[Maposns mns mocrymna k cucreme. inuHa ctpoku — ot 0 10 31, pa3perieHs
TosbK0 ASCII cumBoitst ¢ 32 no 126.

Confirm H .
OBTOPHUTE HOBBIH 11apoib
Password P P
Save Haxwmure Save, yToObl COXpaHUTh HACTPOUKH

5.1.2.3. HacTtpowuka IP

Bol moxkeTre usmenuts Hactpoliku [P uepes mento [P Configuration.
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IP Configuration

Configured | Current
DHCP Client

IP Address |/192.168.10.10 | 192.168.10.10

IP Mask 255.255.255.0 | 255.255.255.0
IP Router | |0.0.0.0 | 0.0.0.0

VLAN ID 1 1

SNTP Server

[ Save | [ Reset |

Puc. Unrepdeiic IP HacTpoek

B Ta6J'II/II_Ie OIIMCaHbl OCHOBHBIC ITOJIA:

Ioue Onucanne
[TocraBpTe ramouky, 4ro6s! BKI0UnTh GyHknuo DHCP kimuenra. [Ipu c6oe
DHCP u ecnu 31auenue IP agpeca He ycranosiieno, DHCP noBTopuT nomnsITKy.

DHCP

Client ITpu c6oe DHCP u ecnu 3nauenue IP agpeca ycranosieno, DHCP ocranoButcs
U IpUMEHNT TeKywue HacTporku [P agpeca. DHCP knuent onpenenur
YCTAHOBJICHHOE CUCTEMHOE UMS KaK UMl XocTa, oOecrieunBast mouck mo DNS.
Hasznaubte IP anpec, npunaanexamuit k noaceru. Eciu ¢pynkuns DHCP

IP Address KJIMEHTA BKJIIOYEHA, BaM HE HYXHO Ha3zHadatb [P anpec. DHCP cepsep cetu
Ha3HaYuT KoMMmyTaropy IP aznpec v oH nosBUTCS B 3TOM rpade.
IP anpec no ymomuanuto 192.168.10.1

IP Mask HaznaubTte macky noaceru ans IP anpeca. Ecnu ¢pynkius DHCP knuenTa
BKJIFOYEHA, HA3HAYaTh MACKy IIOJICETH HE HYKHO.

IP Router Ha3znaubTe cereBoii 1UI03 111 KOMMYyTaTtopa. CeTeBoil IUII03 110 YMOITYaHHIO:
192.168.10.254

VLAN ID Vxkaxute VLAN uaeHTuQUKaTOp CETH, U3 KOTOPOH MOKHO OyZIET yrnpaBisiTh
ycrporictBoM. MHTepBan ot 1 1o 4095.
SNTP — akpornm Simple Network Time Protocol, ceTeBoii mpoToKoI

SNTP Server .
CUHXPOHU3AIMU BpeMeHU 1o komnbroTepHoi cetr. SN'TP ucnonsszyer UDP

Save Haxwmure, 4T00b1 COXpaHUTh HACTPONKHU
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Reset Haxwmure, 4T006 COPOCHUTH MOCIICTHIE U3MEHCHHS U BEPHYTH MPEIbI YIS
HAaCTPOMKHU
Haxxmute, yro661 06HOBUT, DHCP. DOTa KHOIKa 10CTYyIMHA TOJIBKO MIPH
Renew
BkitoueHHom DHCP.
5.1.2.4. HTTPS

HTTPS Configuration

Mode Enabled
Automatic Redirect | | Disabled +

Puc. HTTPS
B Tabnune onucansl Moyis U3 CKPUHIIOTA!
Iouie Onucanue
Omnpenensier pexkxum padbotsl HTTPS. Pexxumsr:
Mode Enabled: Bxmrounts pesxxum padotst HTTPS (pexxum padotst ¢ HTTPS?)
Disabled: Otxmrounts pexxum pabotrst HTTPS
Onpenensier pexum nepeaapecanuu Ha HTTPS. Tlpu BritoueHHOM pekuMe B
Automatic | Be6-Opay3epe aBToMaTHuecKH BEIIOTHUTCS repeaapecanust Ha HTTPS. Pesxxumer:
Redirect Enabled: Bximrounts peskum nepeaapecaiuu Ha HTTPS
Disabled: Otxmtounts pesxkxum nepeaapecaruu Ha HTTPS
Save Haxwmure, 4T00BI COXpaHUTh HACTPONKU
Reset Haxxmute, 9T00BI COPOCHTH TTOCTIETHIE U3MEHEHHS U BEPHYTH TPEABLIYIINE
HaCTPOMKH
5.1.2.5. SSH

SSH Configuration

| Mede | | Disabled v||

Puc. SSH
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B Ta6J'II/IH€ OITMCaHbl OCHOBHBIC ITOJIA:

IToJse | Onucanue

Omnpenenser pexum padotsl SSH. Pesxxumbr:
Mode | Enabled: Britounts pesxum padboter SSH
Disabled: Otxirounts peskum padotsr SSH

Save | Haxxmute, yT0OBI COXpaHUTH HACTPOUKU

Reset | Haxmure, 4To00b1 COpOCUTD MOCIIETHIE U3MEHEHUS U BEPHYTh MPEIbIIyIINE HACTPOUKHU

5.1.2.6. LLDP
IMapamerpsi LLDP

LLDP Parameters

Tx Interval |30 seconds

Tx Hold 3 times

Tx Delay 2 seconds

Tx Reinit 2 seconds

Optional TLVs

Port | Mode [ CDP aware | Port Descr | Sys Name | Sys Descr | Sys Capa | Mgmt Addr
1 |Enabled v
2 |Enabled v
3 |Enabled
4 |Enabled v
5 |Enabled v
6 |Enabled v| O

Puc. LLDP napametpsl

B Ta6J'II/II_Ie OIIMCaHbl OCHOBHBIC ITOJIA:

IToJie Onucanue

Kommyrarop nepuoanuecku nepenaetr LLDP ¢peiimbl cocennum komMmmyTaTopam,
Tx YTOOBI MOJIYYUTh MOCIEAHIO HHPOPMAIUIO 0 ceTu. IHTepBan Mexay KaxabIM
Interval | LLDP ¢peitmom onpenensiercs 3uaueHuem Tx Interval. Jlomyctumoe 3HaueHue — OT
5 o 32768 cexyHa.

Kaxnpiit LLDP ¢peiim conepkut HHPOPMALIMIO O TOM, B T€UEHUE KAKOTO BPEMEHHU
Tx Hold | undopmanus B HEM J0KHA CUMTATHCS 1ocTOBepHOM. [lepnon onpenensercs
napamerpoM Tx Hold, ymHoxxenHbiM Ha TX Interval. Jlomyctumbie 3HaueHus — ot 2
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1o 10.
Tx [Tpu n3meHeHnn Kakux-10o HacTpoek (Hampumep, IP agpeca), HoBbiii LLDP ¢dpeiim
Dela Oyzer oTHpaBJIeH, HO Yepe3 OIpeesIeHHbIN MHTEpBal BpEMEHH, 110 MEHbLIEH Mepe,
y paBHbIl 3HaueHuto Tx Interval. Jlomyctumbie 3HaueHus — oT 1 10 8192 cekynn
IIpu otkmouenuu nopra, LLDP wiu npu nepesarpyske kommyrtaropa, LLDP
Tx shutdown ¢peitm OyaeT nepenan Ha COCETHUE YCTPOMCTBA, OMOBEIIAst O TOM, YTO
Reinit LLDP undopmarnus 6osbie He AcicTBUTeNbHA. TX Reinit onpenenser Bpems
okuaaHus rnocie ornpasku shutdown dpeiima, nepen HoBoit LLDP
uHumanu3zanuen. Jlonycrumele 3HaueHust — ot 1 1o 10 cexyHn.
Hacrpoiika LLDP nopra
B Tabnuie onrcaHsl OCHOBHBIE MOJIS:
ITouie Onucanne
Port Homep LLDP nopra koMmmyTaropa
Boi6epute pexum LLDP
Rx Only: Kommyratop He Oynet ornpasnate LLDP undopmanuio, HO
noJiyuyeHHas ot coceqHuX ycrpoiicts LLDP ungopmanus Oyner
IIPOAHAIN3UPOBAHA.
Mode Tx Only: KommyraTop 3a010kupyet nonyuenuyto LLDP undopmarnuto, Ho
npu 3ToM Oynet otnpasnate LLDP undopmarmro.
Disabled: Kommytatop He 6yzaer ornpasisats LLDP nnpopmanmio u
3a0nokupyet Bxoasauue LLDP ot cocenHux yCcTpOHCTB.
Enabled: Kommyrarop 6yaet ornpasnsate LLDP undopmanuio u
aHAJIM3UPOBATH MOJYYCHHYIO OT coceHuX ycTporcTtB LLDP undopmanuro.
Boi6epute Tun padotst ¢ CDP
Pabora CDP orpanunyena pacuudposkoit Bxoasmux CDP ¢peiimos
(Kommyratop e nepenaer CDP ¢peiimbr). CDP ¢peiiMbl MOTYT OBITH
pacumdpoBaHbl TOJBKO €cIu AJs opTa BKiaroueH LLDP.
CDP Aware
Pacmmposats moxHO TosibKkO CDP TLV, KOTOpBIE MOTYT OBITH OTPaXKEHBI B
cootBercTByomux noiasx LLDP. Jlpyrue TLV 6ynyt ynaneHst
(Hepacnosnanusie CDP TLV u otOpomennsie CDP ¢peiimbl He
otobpaxatorcs B LLDP cratuctuxe). CDP TLV oro6paxatorcs 8 LLDP
Tabiuuax cocenei, Kak MOKa3aHo HIKE:
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CDP TLV “Device ID” (ugeatudukatop ycTpoiicTBa) 0TOOpaXKaeTcsl B MOJe
LLDP “Chassis ID”.

CDP TLV “Address” (agpec) otobpaxkaercs B mosie LLDP “Management
Address”. CDP aapec TLV MoxkeT comepkaTh HECKOJIBKO aIpecoB, HO TOJIBKO
nepBbIi aapec Oynet oroopaken B LLDP tabnune coceneii.

CDP TLV “Port ID” (upentudukatop nopra) orodpaxaercs B noie LLDP
“Port ID”

CDP TLV “Version and Platform” (Bepcus u miargopma) orodpaskaercs B
none LLDP “System Description”.

N CDP, u LLDP noanepuBaroT ONMCAHUE CUCTEMHBIX BO3MOKHOCTEH, HO
BO3MOKHOCTH CDP moOKpBIBatOT BO3MOKHOCTH, KOTOPBIC HE SBIISFOTCS 4acThIO
LLDP. O1u BO3M0OXHOCTH 0TOOpaskeHbI Kak “others” B LLDP tabmurre.

Ecnu ¢pynkiusa CDP awareness OTKIIFOU€HA Ha BCEX MOPTax, TO KOMMYTATOP
otnpasisier CDP ¢peliMbl, 0Iy4eHHbIE OT COCEAHUX ycTporcTB. Eciu
(GyHKIMS BKITIOYEHA XOTS OBl HA OJTHOM MOPTE, TO KOMMYTATOp OCTAHOBHUT BCE
CDP o¢peiimbr.

[Tpumeuanue: Ecnu pynkius CDP awareness Ha mopTy oTkitoueHa, To CDP
uH(popMalus OyAeT yaalneHa He cpa3y, a 0 UCTEYEHUU CPOKa JICHCTBUSI.

Oynkuus TLV: “port description” Oyet BkitoueHo B nepenaBaemyto LLDP

Port Descr
uH(pOpMAIIHIO

Sys Name Oynkuus TLV: “system name” Gyner BkiItoYeHo B nepegaBaemyto LLDP
uH(pOpPMAIIHIO

Sys Descr ®ynkuusa TLV: “system description” Oy€eT BKIIOYEHO B IIEPEJaBAEMYIO
LLDP undopmanuio

Svs Capa Oyukmus TLV: “system capability” Oyzaer BkitoueHo B nepenaBaemyto LLDP

y P uH(pOpPMAIIHIO
Mgmt Addr ®ynkuus TLV:  “management address” GyaeT BKIHOYEH B IIEPEIABAEMYIO

LLDP undopmanuio

LLDP undopmanust 0 coceJHUX yCTPOHCTBAX

0630p cocrosiaus Bcex cocenaux LLDP yctpoiictB. OToOpakeHHast TaOIUIA COIEPIKUT
CTPOKY JIJIsl KaXJI0TO TIOpTa, Ha KOTopoM oOHapyxkeHo cocennee LLDP yctpoiictBo. CTonOIs!
coJiepKat CIEAYIONIYI0 HHPOPMALHUIO:
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LLDP Neighbor Information

Auto-refresh [ |LR F‘;“:;!v

I Local Port | Chassis ID | Remote Port ID | System Name | Port Description | System Capabilities | M gement Address }
Port 23 00-1E-84-35-73-97 100TY Bndge(+ 168.10.50 ([Pva) OID

Puc. LLDP undopmanus o COCEIHUX YCTPOKWCTBAX

B TaGJII/ILIG OIIMCaHbl OCHOBHBIC ITOJIA:

Ioue Onucanune
Local Port [Moprt, uepe3 kotopsiit monyuen LLDP ¢peiim
Chassis ID Chassis ID mis unentudukanuu LLDP gpeiiMoB cocelHUX yCTPOUCTB
Remote Port .
1D Remote Port ID nyist uaeHTHGUKaLMU TOPTOB COCETHUX YCTPOICTB
System Name | System name — uMs cocelHero ycTponcTaa
Port - .
I Port Description — onucanue nopra coceJHero ycTpomncTna
Description
System capabilities onuCBHIBalOT BO3MOKHOCTH COCEIHUX YCTPOHCTB:
1. Apyrue
2. IloBTOpUTEND
3.Mocrt
4. Touka nocryna WLAN
System 5. Poyrep
capabilities 6. Tenedon
7. Kabenbnoe ycrpoiicto DOCSIS
8. Cranuus
9. 3ape3epBUpOBaHO
[Ipu Hanuuuu pyHKIKHK, OHA conpoBOXkAaeTcs 3HakoM (+). [Ipu oTrcyreTBUN
(GYHKIMH, OHA COMTPOBOXKIACTCS 3HAKOM (-).
AJpec coceTHero ycTpoicTBa, KOTOPOE UCIIONB3YETCs ISl IPOTOKOJIOB
Management P . yerp P 4 P
Address BEPXHHUX YPOBHEH B LENSIX ceTeBoro ooHapyxeHus. Hampumep, 3to nomne
MOXeT conepxkath IP agpec.
Refresh Haxxmute, 9T00B OOHOBUTH CTPAHUILY
[TocraBbTe ranouky, 4TOObl BKIIOUYHUTH aBTOMATUYECKOE OOHOBJICHUE
Auto-refresh
CTpaHUIIBI.
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Crarucruka LLDP

0630p Bcero LLDP tpaduxa.

IToxazaHbI JABa THIIA CYCTYHKOB. I'moGanbHBIE CUETUYMKHM CCBUIAIOTCS HAa BCIO rpyaiy
KOMMYTATOPOB, TOI'/Ia KaK JIOKAJIbHBIC CUCTYHUKU CChUIAOTCA Ha HaHHLIﬁ KOMMYTATOp.

Auto-refresh []

Global Counters

Neighbor entries were last changed
Total Neighbors Entries Added
Total Neighbors Entries Deleted
Total Neighbors Entries Dropped
Total Neighbors Entries Aged Out

at 1970-01-01 00:00:32 +0000 (3298 sec. ago)
a
0
0
0

LLDP Statistics

Local Counters

Local | Tx | Rx | Rx | Frames TLVs TLVs Org. Age-

Port Frames Frames Errors Discarded Discarded Unrecognized Discarded Outs
1 0 0 0 0 0 0 0 0
2 0 0 0 0 0 0 0 0
3 0 0 0 0 0 0 0 0

Puc. Craructuka LLDP
Global counters
IToae Onucanue

Neighbor entries
were last changed
at

[Toxa3bIBaeT BpeMs, KOria nociaeAHUN pa3 Obula yiajaeHa Uiy 100aBiieHa
3aMKCh, a TAKXKE MPOMIE/IISe C TTOCIESTHUX U3MEHEHHUI BpeMsl.

Total Neighbors
Entries Added

IToka3bIBaeT KOJIMYECTBO HOBBIX 3aIIMCEN, T00aBIEHHBIX IIOCIIE
nepe3arpy3ku KOMMyTaTopa

Total Neighbors
Entries Deleted

IToka3pIBaeT KOMMIECTBO HOBBIX 33HHCCI>1, YAAJICHHBIX ITOCJIC
niepe3arpy3ku KOMMyTaTopa

Total Neighbors
Entries Dropped

[ToxazbiBaeT konuuectBo LLDP ¢dpeiimoB, oTOpoIIeHHBIX 13-32a
MIEePENOIHEHUST TAOTHUIIBI.

Total Neighbors
Entries Aged Out

[Toxa3bIBaeT KOJMYECTBO 3aIlMCEH, YAa€HHBIX 110 UCTEYEHUHU cpoka Time-
to-Live.

Local counters

ITose

Onucanue

Local Port

[Topr, ¢ koToporo otmpasiieHbl Ui noiaydeHs! LLDP ¢peiimb
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Tx Frames Komngectso LLDP ¢peiimMoB, OTIpaBiIeHHBIX Yepe3 MOpT
Rx Frames KomngectBo LLDP ¢peiimMoB, mosrydeHHBIX TOPTOM
Rx Errors KonuuectBo nonyuennsix LLDP noptoB, coaepkanux ommoku

Frames Discarded

Ecimu LLDP ¢peiim nonmydeHn mopTom, a BHyTPEHHSS TaOJIMIIa
KoMMyTatopa nepenoinena, LLDP ¢peiim cuntaetcs u orOpacsiBaeTcs.
Orta cutyanus u3BectHa B cranaapre LLDP kak “Too Many Neighbors”
(cmumkom MHOTO coceneid). Ilpu orcyrcrBum Chassis ID wiu Remote ID B
tabimue LLDP, TpeGyercs HoBas 3amuch B TabuIle. 3amucu yaaasoTcs
U3 TaOJUIBI IPU UCTEYSHUH CPOKa JIEHCTBUS 3aMUCeil, IPH MOTYyYSHUH
LLDP shutdown ¢petiMa nau npu BEIKJIFOYCHHH ITOPTAa.

TLVs Discarded

Kaxxnprit LLDP dpeiim coepKUT HECKOIBKO 3aIliCceid, H3BECTHBIX KaK
TLVs (TLV — cokparienno ot Type Length Value). Uckaxennsiit TLV
3aCUMTHIBACTCS U YAAIAETCS.

TLVs
Unrecognized

KomnyectBo O CIbHBIX TLV, 3HAUYCHHUC U TUII KOTOPBIX HC U3BCCTCH

Org. Discarded

KomnyecTtBo oropomennsix TLV noapsin

Kaxnprit LLDP ¢peiim conepkuT nHGOpMAIIHIO O BPEMEHH, B TCUCHUE
kotoporo LLDP undopmarus goctoBepHa (age-out time). Ecnu B Teuenue

Age-Outs . o
g age-out time He 6610 nosyyeHo HOBbIX LLDP ¢peiimos, LLDP
uHpopmanus OyneT yaaneHa, a nokaszarenb Age-Out yBeaHuuTCs.
Refresh HaxxmuTte, 4T00bI OOHOBUTH CTPAHUILY
Clear OuuncTuTh JOKaJIbHbIE MTOKa3aTenu. Bee mokaszarenu (BKiroyas

rnobanbHbIe), OyIyT yAaleHBI MOCe epe3arpy3Ku.

Auto-refresh

IlocTaBbTe raJlIouKy, YTOOBI BKIIIOYMTH aBTOMATHYECKOE OOHOBJICHUE
CTpPpaHUIIBI.

5.1.2.7. Pe3epBHOe KOonupoBaHue U BOCCTaHOBIIEHUe

Bbl MokeTe COXpaHUTh WM MPOCMOTPETh HACTPOIKKM KommyTaTopa. Daiin KoHpuUrypanuu
conepxkurcs B popmare XML ¢ uepapxueii Teros
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Configuration Save

|  sSave configuration |

Configuration Upload

Puc. PGSGPBHOG KOIIUPOBAHHUEC U BOCCTAHOBJICHHUC
5.1.2.8. OOGHOBMNEHUE NPOLUNUBKU

Ha »>Toit CTpaHHUIC MOKXHO OOHOBJIATD I[MPpOHIMBKY

Firmware Update

Puc. Untepdeiic 06HOBIICHUS TPOIIMBKU

5.1.3. DHCP cepBep
5.1.3.1. DHCP cepBep — YcTaHOBKa

KommyTtarop moxer 66116 DHCP cepBepom.

DHCP Server Configuration

Enabled O

Start IP Address 192.158.10.100
End IP Address 192.158.10.200
Subnet Mask 255.255.255.0
Router 192.168.10.254
DNS 192.168.10.254
Lease Time (sec.) | 55400

TFTP Server 0.0.0.0

Boot File Name

Puc. DHCP cepBep — YcraHoBka
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5.1.3.2. Cnucok guHammnyeckux knmeHtos DHCP

[Tpu Bxmouennu Qynxnuun DHCP, yctpoiictBo Oyaer cobupars unpopmanmo ¢ DHCP
KJIMEHTOB U BBIBEZIET €€ B 3TOM OKHE.

DHCP Dynamic Client List

| No.

Select | Type | MAC Address | IP Address | Surplus Lease |

| Select/Clear All ||  Add to static Table |

Puc. Coucok nuaamuueckux xkiamnearos DHCP

5.1.3.3. Cnucok yctpoucts DHCP cepBepa

Bel Moxere HazHauuTh onpenenéHHbll I[P axpec, KOTOpbIM BXOAWT B HMHTEpPBAI
Ha3HayeHHOro auHamuyeckoro IP. VYerpolicTBO, NMOAKIIOUMBIIMCH K IIOPTY, 3alpallinBaeT
nuHamuyeckui [P; cucrema HaszHavaer [P anmpec, Ha3HAUYEHHBIM paHee MOAKIIOUYCHHOMY
YCTPOMCTBY.

DHCP Client List

MAC Address
IP Address

| Add as Static |

| No. | Select | Type | MAC Address | IP Address | Surplus Lease |

| Delete || Select/Clear Al |[ Send to IP-Police |

Puc. DHCP cepBep — 3akpennenue [P anpecos 3a mopramu

5.1.4. KoHdurypauus noptoB
5.1.4.1. YnpaBneHue noptamu

TeKymaﬂ KOH(I)I/II“ypaI_II/I}I TIOPTOB, KOTOPBIC MOKHO 3J1€Ch )KC HACTPAUBATD.
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Port Configuration

Port | Link Speed Flow Control Maximum E)_(c_essive Power

Current | Configured [ Current Rx | Current Tx [ Configured | Frame | Collision Mode Control
i @ Down Auto v L X O 9600 Discard ¥| [Disabled ¥
2 @ Dpown Auto M X X | 9600] Discard ¥| |Disabled v
3 . Down Auto v X X O 9600/ Discard v| |Disabled v
4 ' Down Auto v > X O 9600/ Discard ¥ | |Disabled v
5 ‘ Down Auto v 2 X O 9600/ Discard ¥ | |Disabled v
6 . Down Auto M X X O 9600 Discard ¥ | | Disabled v
7 . Down Auto v X X O 9600/ Discard ¥ | |Disabled v
8 ' Down Auto v x X O 9600| Discard ¥ | |Disabled v
Q ‘ Down Auto v 3 X | 9600 Discard ¥ | |Disabled i
10 . Down Auto v X X O 9600 Discard ¥ | |Disabled v

Puc. Ynpasnenue nopramu

B Ta6J'II/II_Ie OIIMCaHbl OCHOBHBIC ITOJIA:

Ioge Onucanue
Port Howmep nopra
Link Texyiuit cratyc coeAMHEHUs 0TOOpaXkaeTcst rpaduuecku. 3eneHbId —

IIOAKJIFOYCHO, KpaCHLIﬁ — OTKJIFOYCHO.

Current Link
Speed

Tekyias CKOpocTh mopTa

BriOepure m00yr0 JOCTYIHYIO CKOPOCTh AJISl YKa3aHHOTO MTOpTa KOMMYTaTopa.

Configured Auto Speed ompezenser caMmyro BRICOKYIO CKOPOCTh, COBMECTUMYIO C COCETHIM
Link Speed YCTPOHCTBOM.
Disabled — ocraHoBHTB paboOTy TIOpTa
[Tpu Brmrouennn Auto Speed yka3zaHHBIN pa3zell MOKa3bIBaET BO3MOKHOCTH
yIpaBiIeHUs TOTOKOM, KOTOPbIE OTIPABIISETCS] COCEAHEMY YCTPONCTBY.
[Ipu BEIOpaHHOI CKOPOCTH, OHA UCTIOIB3YETCA KaK hopMa yIpaBJIeHUS
Flow Control | motokom. Cron6en; Current Rx mokaspIBaeT, ObUIN JIU MTOTyYEHBI
OCTaHOBOUHBIE (peliMbl yepe3 nopt, a Current TX - mepenaroTcs 11
ocTaHOBOuHBIe MakeTbl. Hactpoliku Rx u TX omnpenenstorcs B pe3ynpTare
MOCJIeTHET0 aBTOMAaTUYECKOTO COTIIACOBAHMSL.
Maximum BBenure makcumanbHbIN pazmep dpeiima, JOMyCTUMBIHN A7 TopTa
Frame KoMMyTaropa, Bkitouast FCS. Jlomyctumele 3Hauenust — ot 1518 go 9600 Gaiit
Excessive Hactpoiika pexuma KOJUTM3UH [IPU Niepeaaye yepes nopT
Collision Discard: yganute ¢dpeiimbl ocie 16 kommsuii (o yMOTYaHHIO)
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Mode Restart: [lepezamyctuth anroputm nepenayu nocie 16 Komu3nii
Cronben Usage moka3pIBaeT TEKYLIUHA MPOLEHT NOTPEOICHUS TUTAaHHS Ha
kaxaoM nopty. Cronber; Configured mo3Bossier M3MEHATH apaMeTPhl peKUMa

Power HSKOHOMHH JIEKTPOIHEPTUU Ha KAKIAOM TOPTY.

Control Disabled: Bce MmexaHM3Mbl SKOHOMHUU JICKTPOIHEPTUH OTKITFOUCHBI
ActiPHY: 5kOHOMUS 3JIEKTPOIHEPTUU TIPH BBIKITFOYCHUH TTOPTA
PerfectReach: sxoHOMUS 371€KTpOIHEPTHH NP BKIIOUEHUU TOPTA
Enabled: DxoHOMUS SHEPTUH U MIPH BKIOYEHUU U MPU BBIKIIOYEHUN TOPTA

Total Power
O61ee noTpebeHre MUTAHUS TUIAThI, BEIPAXXEHO B MPOLIEHTAaX.

Usage

Save Haxwmure, 4T00bI COXpaHUTh HACTPOIKHU

Reset Haxwmure, 40661 COPOCUTD MOCIIEHIE U3MEHEHUS U BEPHYTh MPEIbITyIINe
HACTPOMKHU

Refresh Haxwmure, 400661 00HOBUTH cTpaHUIly. JIr0ObIe mociieJHue U3MEHEHHS
COXpaHEHBI He OyayT

5.1.4.2. OrpaHun4yeHue CKOpoCcTu

Hacrpoiika orpaHnyeHuss CKOPOCTH IIOPTOB KOMMYTATOpa

Rate Limit Configuration

Port Policer | Policer | Policer | Shaper | Shaper | Shaper
Enabled | Rate Unit | Enabled | Rate Unit
1 ] 500 |kbps + ] 500/ |kbps +
2 IF] 500 |kbps + Fi 500/ |kbps +
3 ] 500 [kbps » ] 500 |kbps
il ] 500 [kbps FI 500, |kbps
5 ] 500 |kbps + ] 500/ |kbps +
& IF] 500 |kbps + Fi 500/ |kbps +
7 ] 500 [kbps » ] 500 |kbps
& ] 500 [kbps FI 500, |kbps
a ] 500 |kbps + ] 500/ |kbps +
10 IF] 500 |kbps + Fi 500/ |kbps +

Puc. Orpannuenne cKkOpocTu
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B Ta6J'II/II_[e OIMMCaHbl OCHOBHBIC ITOJIA:

one Onucanue
Port Howmepa noruueckux mopros
Policer | BiIrounTh WM BBIKIFOUYUTH OTPAHUYCHUS HA TOPTY. 3HAUCHHE IO YMOITYAHHIO
Enabled | Disabled.
Hacrtpolika orpann4eHus CKOpoCTH Ha MOpTY. 3HaYeHHUe 1o ymondanuto - 500. 3to
Policer 3HaueHue Haxoautcs B npenenax 500-1000000, koraa snauenue Policer Unit
Rate cootBeTcTBYeT kbps, u B npeaenax 1-1000, koraa 3uauenue Policer Unit
COOTBETCTBYET mbps.
Policer | Yka3are enuHUIy H3MEPEHHSI JUIsl OTPAHUYCHUSI CKOPOCTH Ha opty — kbps mim
Unit mbps. 3HaueHue Mo ymordanuio — Kbps.
Shaper .
BxutrounTs winn oTKIIOUUTH port shaper. 3Hauenue no ymonuanuto Disabled.
Enabled
Shaper HacTtpoiika ckopoctu port shaper. 3nauenue no ymondanuio - 500. 910 3HaYeHHE
Rats Haxoautcs B npeaenax 500-1000000, korna 3nagenue Policer Unit cooTBeTCTBYET
kbps, u B ipenenax 1-1000, koraa 3Hauenue Policer Unit coorBeTcTBYeT mbps.
Shaper | Ykazare equHuUIly H3MepeHus it ckopoctu port shaper — kbps nnm mbps. 3nadenue
Unit 1o ymosuanuio — Kbps.
Save Haxkxmure, 4T00BI COXpaHUTh HACTPONKHU
Reset Haxxmure, 4T00b1 COPOCUTD MTOCIIEHIE U3MEHEHHS U BEPHYTh MPEIbITyIINE
HaCTPOUKHU.

5.1.4.3. Arperauuns

5.1.4.3.1. HacTpouka arperauum

Hacrpoiika pexuma Xs11a arperaiy 1 rpymniy arperainuu
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Aggregation Mode Configuration

Hash Code Contributors

Source MAC Address

IP Address
TCP/UDP Port Mumber

Destination MAC Address

& E O E

Puc. Hacrpotika arperanuu

B Ta6J'II/II_[e OITMCaHbl OCHOBHBIC ITOJIA:

ITose

Onucanue

Source MAC Address

MAC agpec oTripaBuTelNs UCIOIB3YETCS ISl BBIYUCICHUS TTOPTa
oTtnpasyieHus kaapa. [loctaBpTe rajnouky, 4To0bI UCTIOIB30BATh
MAC anpec ornpasurens. [lo ymomuanuto MAC aapec
OTHPABUTEIS — BKJIFOYCH.

Destination MAC Address

MAC aapec nostyqatesns Jj1sl BRIYUCICHUS JIJIS1 BBIYUCICHUS
nopTa oTIpaBieHus kaapa. [locraBpre ranouky, 4To0bl
ucnonb3zoBath MAC aapec nomyvatens. [lo ymomuanuto MAC
ajZipec Moay4yaTels — BBIKIIOUEH.

IP Address

IP angpec ncnonb3yercs A1 BBIYUCICHUS TOPTA OTIPABJICHUS
kajpa. [TocraBbTre ranouky, ytoOs! Ucnonb3oBaTh IP anpec. 1o
ymonuanuto I[P agpec — BKIIroUeH.

TCP/UDP Port Number

Homep TCP/UDP nopta ucnosns3yercst Jjisl BBIYHCIEHUS TOpTa
oTIpasieHus kajapa. IlocTaBbTe ranouky, 4ToObl HCIOIb30BAThH
Homep TCP/UDP nopra. Ilo ymonuanuto Homep TCP/UDP nopra
— BKJIIOUEH.
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Port Members

Group ID [1[2[3|4[5]6]7]8]9][10[11]12[13][14][15[16[17[18]19][20[21][22]23[24[25]26[27]28
AL ETREONONONONONONONONONONONONONONONONONRONONONONONONONONONONO,
1 O0OO0OO0OO0OO0OOO0OOOOOCOCOOOOOOCOOOOOOOCOCO
2 O0O0OO0OO0OO0OOOOOOOCOOOOOOOOOOOOOOCOCO
3 ONONONONONONONOCRONONONORCNONONONCNONONONONONONONONONONG.
4 CoCQoOOoCOoOOCOOOCOCOOOOCOCOO0OOOCOCO0OO
5 OCOO0OO0O0OO0OOO0OOOCCOOOCOCOOOOOCOCOO
6 O0O0O0OO0O0OOO0OOOCCOOOOCOCOO0OOOCOCCO
7 OCOO0OO0OO0OOO0OOOCCOOOOOCOOOOOOCOCCOO
8 O0O0O0OO0OO0OOOOOOCOCOOOOOOCOOOOOOOCOO
9 OO0OO0OO0OO0OO0OOOOOOCOOOOOOOCOOOOOOOCOO
10 OCO0O0O0OO0OOOOOOCOCOOOOOOCOOOOOCOOCOCO
11 CooOoOoOO0OOOOCCOCOOCOOCOCQOCOOOCOCOCOCOO
12 O0O0O0OO0OO0OO0OO00O0O0CCOOOOCOCOOOO0OCOCOCCOCO
13 OCO0OO0OOOOOOOOCCOOCOOCOCOOOOOCOCCOO
14 OQOO0OOOOOOOOCCOOOOOOCOOOOOOCOCOO

Iouie Onucanue

Hactpoiiku rpynmnsl, HoMepa KOTOPOi COAEPIKUTCS B
Group ID cooTBeTCTBYy!oMIEH cTpoke. Mnentudukarop Normal o3HagaeT, 4to

arperanuy Het. [ KaXXJ0ro mopTa MOKHO BBIOPATh TOJIBKO OJHY
rpymnmy.

IlepeunciieHbl COOTBETCTBUS BCEX TPyl U MOpTOB. Haxxmure Ha
PAJUOKHOIKY JUIsl BKJIFOUEHHUS NIOpTa B Ipymiy arperauuu. 1o
MOJIYaHUIKO, HU K OHHOﬁ arperu OBaHHOﬁ TPVYIIIC HC IIPUHAOJICKUT HU
Port Members y ’ perup Py p
OUH HOpT. TOJ'IBKO HOJ]HOI[YHJIGKCHBIG HOpTBI MOI‘YT HpI/ICOCI[I/IHI/ITBCH
K aneFaI_II/II/I. I[J'ISI Ka)K,I[OfI I‘pyHHBI HOpTBI JOJI?KHBI UMECTh O,Z[I/IHaKOByIO

CKOPOCTb.

5.1.4.3.2. Hactpowka nopta LACP

[Tonb3oBarens MOXKeT npocMaTpuBaTh U U3MeHTh Tekymue LACP nactpoliku nopra.
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LACP Port Configuration

Port | LACP Enabled | Key | Role
1 ] Auto % Active | v
. IF] Auto % Active | v
3 ] Auto % Active | v
4 IF] Auto % Active | v
5 ] Auto % Active | v
& ] Auto v Active  w
7 ] Auto v Active  w
g ] Auto v Active  w
Q ] Auto v Active  w
10 ] Auto v Active  w
11 ] Auto v Active  w

Puc. Hactpoiika nopra LACP

B Ta6JII/III€ OIIMCaHbl OCHOBHBIC ITOJIA:

IToJsie

Onucanmne

Port

Howmep ¢usnueckoro nopra KoMMyTaropa.

LACP Enabled

Bxmounts nnu otkinrounth Gynkuuio LACP Ha nanHOM nopTy.

3nauenue Key npucBanBaercs KaxJoMy HOPTY OTJIEIbHO, MHTEpPBAT 1-
65535. ABTOMaTHUYECKass HACTPOMKA ONPEIEIINT K04, COOTBETCTBYIOIUI
ckopoctu pusnueckoro coequHeHus, 10moanT = 1, 100mOaiitT = 2, IrGaiT =

Ke
y 3. BpyuHyo MO>XKHO BBECTH JIt0ObI€ Apyrue 3HaueHus. [1opTel ¢ 0MHAKOBBIM

3HAYEHHUEM KJIF04Ya MOTYT y4acTBOBATh B OJTHOM arperupoBaHHOMN IpyIe, B
TO BpeMs KaK IMOPTHI C Pa3HBIMH KJIFOYaMU HE MOTYT.
Role mokaseiBaer cratyc LACP.

Role Active: LACP naketsl OyAyT nepeiaBaThCsl KAyl CEKyHY
Passive: LACP naketsl OyayT 0KHAAaThCS OT coceaa

Save Haxwmure, 4T006b1 COXpaHUTh HACTPONKHU

Reset HaxxmuTte, 4T00bI COpOCUTD NOCIIETHIE U3MEHEHHS U BEPHYTh MPEAbIyIINE

HAaCTPOWKHU
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5.1.4.3.3. CocTtosiHne LACP cucrtemsbl

Cocrostaue Bcex LACP.

LACP System Status

Auto-refrash [

Partner

b I System 1D

Partner
Key

Last
Changed

Local
Ports

Mo ports enabled or no existing partners

Puc. Cocrossane LACP cucteMel

B Tabauie onrcanbl OCHOBHBIE TTOJIA:

IToJsie

Onucanune

Aggr ID

Aggregation ID onpenensier rpynmy arperauuu. dns LLAG ID oroGpaxen kak
‘isid:aggr-id”, must GLAG - xak ‘aggr-is”

Partner System
ID

Wnentuduxarop (MAC ampec) cocena mo arperamuu.

Partner Key

Kirou, Ha3Ha4eHHBIN 3TOMY UAECHTH(PUKATOPY arperauuu coceoM.

Last Changed | Bpewms, nmpormresmee mocie mocaeIHUX H3MEHEHHH arperauu
Last Channged | IToka3biBaer, Kakre OPTHI BXOAAT B arperanuto. @opmar: “Switch ID:Port”.
Refresh Haxxmute, 9T00B1 OOHOBUTH CTPAHUILY

Auto-refresh

CTpaHUIBbI.

IlocraBbTe rajiovky, YTOOBI BKIFOUUTH aBTOMAaTHYECKOE€ OOHOBJICHUE

5.1.4.3.4.

CoctosiHue LACP

0630p LACP cocTosiHust Bcex MOpToB.
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LACP Status
Auto-refresh []

Partner Partner
System ID Port

Port | LACP | Key | Aggr ID

No - -
No - - - -
No - - - -
No - - - -
No - - - -
No - - - -
No - - - -
No - - - -
No - - - -
10 No - - - -
11 No - - - -
12 No - - - -
13 No - - - -
14 No - - - -
15 No - - - -
16 No - - - -
17 No - - - -
18 No - - - -
19 No - - - -
20 No - - - -
21 No - - - -
22 No - - - -
23 No - - - -
24 No - - - -
25 No - - - -
26 No - - - -
27 No - - - -
28 No - - - -

W~ Oy s W=

Puc. Cocrossane LACP

B Ta6J'II/II_[e OIIMCaHbl OCHOBHBIC ITOJIA:

IToJie

Onucanune

Port

Homep nopra koMmmyraTopa

LACP

Yes o3nauaer, yto LACP BKiIfO4YeH ¥ MOPT MOKII0UeH. NO 03Ha4aeT, 4To
LACP BoiktoueH uiu nopT oTkIo4YeH. Backup o3HauaeT, yTo mopt HE cMOT
HpI/ICOGHI/IHI/ITI)CSI K arpempOBaHHoﬁ rpynne, HO MOXECT HpI/ICOGJII/IHI/ITI)CSI HpI/I
OTKJII0YeHUU Apyrux noptos, LACP Ha 3TOM nopTy Ha JaHHBIM MOMEHT
OTKJIFOUCH.

Key

Kittou, Ha3HaueHHBIH 3TOMY NOPTY. TONBKO MOPTHI € OAMHAKOBBIM
3Ha4YE€HHEM KJIK0Ya MOT'YT Y4aCTBOBATh B OJJHOM arperupoOBaHHOM TpYIIIIE.
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Aggr ID Aggregation ID, Ha3HauYEHHBIH 3TOM arperupoBaHHOMN IpyIIe.

Partner System Nnentuduxarop cocena (MAC aapec)

ID
Partner Port Homepa nopToB, NOJKIIFOUEHHBIX K YKa3aHHOMY HIOPTY.
Refresh Haxxmute, 4T00b1 OOHOBUTH CTPAHUILY

[TocraBbTe ramouky, YT00bI BKIIOUYUTH ABTOMATHYECKOE OOHOBIICHUE
CTPaHMIIBI.

Auto-refresh

5.1.4.3.5. Ctatuctuka LACP

O030p CTaTUCTUKH HA BCEX MOPTAX.

LACP Statistics

Auto-refresh [ | _Refresh || Clear |

Port LACP LACP Discarded

Transmitted | Received | Unknown | Illegal

1 o] o] o] o]
2 0 0 0 0
3 o] o] o] o]
4 0 0 0 0
5 o] o] o] o]
5] 0 0 0 0
7 o] o] o] o]
g 0 0 0 0
Q o] o] o] o]
10 0 0 0 0
11 o] o] o] o]
12 0 0 0 0
13 o] o] o] o]
14 0 0 0 0
15 o] o] o] o]
16 0 0 0 0
17 o] o] o] o]
18 0 0 0 0
19 o] o] o] o]
20 0 0 0 0
21 o] o] o] o]
22 0 0 0 0
23 o] o] o] o]
24 0 0 0 0
25 o] o] o] o]
26 0 0 0 0
27 o] o] o] o]
28 0 0 0 0

Puc. Craructuxa LACP
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B Ta6J'II/II_[e OIMMCaHbl OCHOBHBIC ITOJIA:

Ioue Onucanne
Port Howmep nopta kommyTaTopa
LACP

. IToxaseiBaeT, ckoiibko LACP (ppeiiMOB ObLIO OTIIPABIEHO ¢ Ka)KI0I'0 IopTa
Transmitted bp p A p

LACP Received | IToka3ssiBaet, ckonbko LACP dpeiiMoB ObLIO MONTyYeHO HA KAXKIBIN MTOPT

[Toka3bIBaeT, CKOJIBKO HEOIMO3HAHHBIX MM HEKOppeKTHBIX LACP dpeiimon

Discarded
ObUIO OTOPOIIIEHO HA KAXOM HOPTY

Refresh Haxxmute, 9T0061 OOHOBUTH CTPAHUILY

[ToctaBbTe ranouky, 4To0bl BKIOYUTH aBTOMAaTHYECKOE OOHOBIICHUE
CTpaHULIBIL.

Auto-refresh

Clear OOHYNIUTH BCE CUETUUKU I BCEX MIOPTOB

5.1.4.4. Loop Guard

Loop Guard — »3to (yHKIMsS OOHapykeHHs W mpefoTBpaiieHus merensb. (I[Ipumedanue:
Henb3s ucnonsizoBats Loop Guard B Ring-tononoruu unu STP cpene).

Loop Guard

Port | Active | Port State
1 ] -
2 n )
3 n ]
4 O :
5 ] -
5 n )
7 n ]
& O -
g ] -

10 O -
11 4 )
12 O -

[Saue ] [ Reset ]

Puc. Loop Guard
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B Ta6J'II/II_[C OIIMCaHbl OCHOBHBIE I10JIA.

IToute Onucanne

Active Bxmounts ¢ynaknuio Loop Guard

Port Guarding: Yka3aHHBIH MOPT 3alUILIEeH OT 00pa30BaHUs METeb

State Locked: Yka3annslif mopT 3a010KHpOBaH sl IPEIOTBPAILICHHS MTETENh

Save Haxxmute, 9T0OBI COXpaHUTH HACTPOHKHU

Reset Haxxmute, 94T00b1 COpOCUTH TIOCTIETHIE U3MEHEHHS U BEPHYTH IPEAbLIYIINE
HaCTPOMKHU

5.1.5. Pe3epBupoBaHue
5.1.5.1. TexHonorua Sy-Ring

Sy-Ring - oana u3 cambix 3QPEKTUBHBIX KOJBIIEBBIX TEXHOIOIUI PE3EPBUPOBAHUS B MHPE.
Bpems BoccranoBnienust coctaBisier meHee 10 mc mpu 250 ycrpoiicTBax. OHa MO3BOJISET
n30eKaTh HEOXKHUJIAHHBIX COOCB, BRI3BAHHBIX M3MCHCHUSMH B CETEBOW TOTOJOTUH. TEXHOIOTHS
Sy-Ring mommepkuBaer Tpu Ring-Tomosioruu jisi ceTeBOro pesepBupoBanus: Sy-Ring, Ring
Coupling u Dual Homing.

[] Sy-Ring Coupling Ring Dual Homing

Ring Master Coupling Port Homing Port
1st Ring Port
2nd RingPort

* Connect to other vendor's ring...

Puc. Sy-Ring unrepdeiic

B tabauie onucanbl OCHOBHEIE HOJIS:

ITose Onucanue

Sy-Ring [TocTaBbTe ragovKy, 4ToObl BKIOUYNTH Sy-Ring
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B komnbiie moimkeH ObITh TOTBKO 0MH Ring Master. OHako, €Cii KOMMYTaTOpOB,
Ring yCTaHaBJIMBAIOUINX aKkTHBaLKio0 Ring Master, HECKOJIBKO, TO KOMMYTAaTOp ¢
Master MUHUMaIIbHBIM MAC aipecoM CTaHET KOPHEBBIM YCTPOKWCTBOM, & OCTAJIbHbBIE
OyayT pe3epBHBIMHU.
Lst Ring OCHOBHO# TTOPT
Port P
2nd Ring Pe3epBHbIil OpT
Port P P
[TocraBbTe ramouky, 4yroosl BkmouuTh Ring Coupling. Ring Coupling moxet
. UCIIOJIb30BAThCs ISl TOTO, YTOOBI PAa3/I€IUTh OOJIBLIOE KOJIBIIO, ISl TOTO, YTOOBI
Ring ) OTPaHUYUTH KOJMYECTBO YCTPOICTB B EPECTPAUBACMOM ITOACETH. YTOOBI
Coupling | ys6esars neifcTBA BeeX KOMMYTATOPOB BO BpeMs H3MeHEHHS CETeBOil TOIONOTHH.
yTarop P
Ring Coupling ucnonb3yercst Juisi COeIMHEHUs IBYX Tomojoruii Sy-Ring.
Coenunenue ¢ Coupling Port kommyTtaropa B 1pyrom kosisle. st Ring Coupling
Coupling | Hy)HO 4 KOMMyTaTOpa, YTOOBI CO3JIaTh AKTUBHYIO U PE3EPBHYIO CBS3b.
Port Ycranosure nopt kak Coupling Port. JIBe nmapbl IopTOB YeThIpeX KOMMYTaTOPOB
OyIyT B aKTUBHOM HJIU PE3EPBHOM PEXKHUME.
Control Coenunenue ¢ Control Port kommyTtaTopa B ToM xe komblie. Control port o0brdHO
Port UCIIOJIb3YETCS ISl Iepeaun KOHTPOJIbHBIX CUTHAJIOB.
OtmerbTe, yTo0b! BKItounTh Dual Homing. ITpu Bei6ope pexxuma Dual Homing
Dual Sy-Ring Oyner noacoennHeHa K 0ObIYHBIM KOMMYyTaTopam uepe3 a8a SY-RSTP
Homin KaHaja (HapuMep C MarucTpajibHbIM KOMMYyTaTopoMm). JIBa kaHana OyayT
g paboTaTh B aKTUBHOM U PE3€PBHOM pEXHUME, U COCTUHATH Kaxayto Sy-Ring ¢
OOBIYHBIMU KOMMYTaTOpaMu B pexume Sy-RSTP.
Apply Haxxmute Apply, 4T0OBI aKTHBHPOBATH HACTPOUKH

[Ipumeuanue: Mbl HE COBETYEM YCTaHABIMBATH OJIMH KOMMYTATOp OJIHOBPEMEHHO KakK
Ring Master (kak ocHoBHOI) 1 kak Ring Coupling 13-3a BEICOKOI Harpy3K.

5.1.5.2. MSTP

Hacrpoiika y3108B
Hactpoiika RSTP. Otu HacTpoiiku HyxHbI U Bcex RSTP ycrpoiicT B cetn

mml Basic Settings

Protocol Version MSTP L
Forward Delay 15
Max Age 20

Maximum Hop Count | 20
Transmit Hold Count | &
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Puc. Hacrpoiika y310B

B Ta6m/1ue OIIMCaHbl OCHOBHBIC ITOJIA:

Hone Onucanue
Protocol Hacrpoiiku Bepcuu nporokona STP. Jlocrynusie 3nauenusi: STP, RSTP,
Version MSTP

Forward Delay

3anepxKa rnepejl NepeKIroueHUeM KOPHEBBIX U Ha3HAYEHHBIX ITOPTOB B
COCTOSIHUE NPOJIBUKEHUS (UCIIONIb3YETCs B peskuMe coBMecTuMoctu ¢ STP).
Honyctumble 3HaueHus — oT 4 10 30 cexyH/I.

Max Age

MaxkcuManbHbI EPUOA KU3HU UH(POPMALIUH, IEPEIAHHON C KOPHEBOTO
koMMyTaropa. Jlonmyctumele 3HaueHus — oT 4 10 30 cexyHz.

Maximum Hop
Count

Omnpenensier nepBoHayaJIbHOE 3HaYeHUE IepeMeHHOoM remainingHops aiis
MSTi pansbix. Onpenenser, CKOIbKO yCTPOHCTB MOKeT rmoryduts BPDU
MH(pOpMaIINIO, TEHEPUPYEMYIO KOPHEBBIM KOMMYTAaTopoM. JlomycTumMble
3Ha4yeHus — ot 4 o 30.

Transmit Hold
Count

Komnuectso BPDU, koTOpbIe IOPT MOXKET MOCBUIATH KKy ceKyHay. [lpn
€ro npeBblllIeHnN nepenaya cienytomero BPDU Oyzaer otioxeHa.
Honyctumsle 3HaueHus — ot 1 1o 10 BPDU B cekyHny.

Save Haxwmure, 4T00bI COXpaHUTh HACTPONKHU
Reset Haxxmut C, UT 00BbI C6pOCI/ITB MOCJICIHUC UBMCHCHUSA U BEPpHYTH NPCABIAYIIUC
HACTPOWKHU
MSTI mapping

Ha sToi1 cTpaHunIie Moiabs30BaTeab MOKET IPOCMATPUBATh U U3MEHATH TEKYIIHME IPUOPUTETHI

STP MSTIL.
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Add VLANs separated by spaces or comma.

Unmapped VLANs are mapped to the CIST. (The default bridge instance).

Configuration Identification

Configuration Name | |00-12-94-96-00-00

Configuration Revision | 0

MSTI

VLANs Mapped

MST1

MST2

MST3

MST4

MSTS

MST6E

MST7

Puc. MSTI mapping

B Ta6J'II/IH€ OIIMCaHbl OCHOBHBIC ITOJIA:

IToJsie

Onucanune

Configuration
Name

Nwms, unentudunmpyromee VLAN B orobpakennn Ha MSTI. V31bl TOJDKHBI UMETH
onuu u Te ke Configuration Name u Revision (CMOTpUTE HUXKE), a TAKKE
oquHakoByto KoHpurypamuio VLAN-to-MSTI mapping asst Toro, 9To0bI TOCTPOUTH
npaBuiIbHbIE AepeBbs A MSTi. VimMs 1omkHO cofepikaTh MaKCUMyM 32 CUMBOJIA.

Configuration
Revision

MSTI configuration revision yromsiHyTa Bbliiie. 3Ha4eHUEM SIBIIsieTCs: YuCio oT 0 10
65535.

MSTI

Instance y3ma. CIST He MOXeT OBITh IPSMO COTIOCTAaBIIEH, TAK KaK MOJIYIHT
VLAN’5I HE IBHO CONTOCTaBICHHBIMH.

VLANs Mapped

Cmucok VLAN, conoctapieHHbIX ¢ MSTI. VLAN’bI TOJDKHBI OBITEH pa3aeiieHbl
yepes 3anaryro u/wii npoden. VLAN MoxkeT ObITh 0TOOpaXkKeH TOJIbKO Ha OJHOM
MSTI. Heucnonszosanusie MSTI ciiegyet ocTaBUTh MyCTBHIMH (T.€. HE OTOOpaXKaTh
VLAN Ha HuX).
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Save Haxwmure, 4T00bI COXpaHUTh HACTPONKHU
Reset Haxxwmure, 4T006I COPOCHUTH MOCIICTHIE U3MEHEHUS U BEPHYTH MPEIbITYIIUE
HAaCTPOMKHU
IMpuopurernst MSTI

Ha sToi1 cTpaHuiie oias30BaTeab MOKET IPOCMATPUBATh U U3MEHATH TEKYILHME IIPUOPUTETHI

MSTI Configuration

ml MSTI Priority Configuration
MSTI | Priority
CIST 128 v
M5T1 128 ¥
MSTZ2 128 =
MST3 128 »
MST4 128 ¥
M5TS 128 ¥
M5TG 128 =
MST7 128 »

[Save ] [ Reset ]

Puc. Ilpuopurerst MSTI

B Ta6J'II/II_Ie OIIMCaHbl OCHOBHBIC ITOJIA:

IToae Onucanue

MSTI Instance mo ymomuanuto — CIST, koTopas Bcerja akTUBHA.

[TpropHUTeTHOCTH y37I0B. YeM HIbKe 3HaYCHHE, TEM BBIIIE IPUOPHUTET.
Priority [MpuopurerHocTs y3110B 1 HoMep MSTI, crnokeHHsI# ¢ 6-6aiitoBeiM MAC anpecom
KOMMYTATOpa, COCTaBIISFOT BMECTE UICHTU(PHUKATOP MOCTA.

Save Haxwmure, 4T006BI COXpaHUTh HACTPONKHU

Haxxmute, 4T00B1 COPOCHTH TOCTICTHUE U3MEHEHHS M BEPHYTH MPEABITYIINE

Reset o
HaCTpOI/IKI/I
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CIST noptsl

Ha »T0li cTpaHuie noap30BaTeNlb MOKET IIPOCMATPUBAaTh U U3MEHATH TEKYILUE HACTPONKU

STP CIST nopros,

a TakKe HacTpauBaTh (PM3MYECKUE U arperupoBaHHbIe MOpPThL. HacTpoiiku

arperanuy pacupocTpaHsIIOTCs TI00aIbHO.

STP CIST Ports Configuration

mml CIST Agaregated Ports Configuration
Port Ens;—{)l: ed Path Cost Priority | Admin Edge | Auto Edge gsfsﬁﬁtg: BPDU Guard Po[::‘i;:o_
- O Auto v 128 v Edge v O O O Forced True v
e CIST Normal Ports Configuration
Port Ens;—{)l: ed Path Cost Priority | Admin Edge | Auto Edge gsfsﬁﬁtg: BPDU Guard Po[::‘i;:o_
1 | Auto v 128 ¥ Edge v | | O Auto >
2 | Auto v 128 ¥ Edge v | | O Auto >
3 F Auto w 128 » Edge R F F F Auto R
4 | Auto v 128 ¥ Edge v | | O Auto >
5 [F Auto v 128 Edge v [F [F [F Auto v
[ O Auto w 128 » Edge R O O O Auto R
7 F Auto w 128 » Edge R F F F Auto R
S O Auto w 128 » Edge R O O O Auto R
9 | Auto v 128 ¥ Edge v | | O Auto >
10 O Auto w 128 » Edge R O O O Auto R

Puc. CIST noptst

B Ta6JII/ILI€ OIIMCaHbl OCHOBHBIC ITOJIA:

IToge Onucanne

Port Howmep nornueckoro STP nopra

STP Enabled Axtusen 1 STP Ha 3TOM MopTy KOMMyTaTopa
CroumocTs myTH Ha opTy. HacTpoiika Auto onpezenser CTOMMOCTh ITyTH B
COOTBETCTBHH CO CKOPOCTHIO (PM3UYECKOTO COSAMHEHUS, HCITONIB3Ys 3HAUCHUS,

Path Cost pexomenyembie 802.1D. [lonp3oBarens TakKke MOXKET BBECTH COOCTBEHHEBIE
3HaueHUus. CTOMMOCTH MYTH UCIIOIB3YETCS MPH YCTAHOBJICHUH aKTUBHOM TOMOJIOTHH
cetu. [lopTel ¢ HU3MIEH CTOMMOCTEIO IMYTH YKAa3bIBAETCS KaK MepeIatoiiue IOPTHL
Honyctumele 3Hauenus — ot 1 1o 200000000.

Priority [IpuopurerHoCcTh MOPTOB. cmIONB3yeTCs 711 IPUOPHUTE3AIUN TIOPTOB, MMEFOIIIHX

UACHTHYHYIO CTOMMOCTb IIyTH. (CMOTpHTE BBILIE)

OperEdge (state
flag)

HacTtpoiika moka3pIiBaeT, 4To HOPT MOAKIIIOUEH HANpsIMyto K edge ycTpoiicTBaM. (He
K ceTeBOMY oOopynoBanuio). [lepexox B cocrosinue forwarding mist edge ports
ocymiecTBiseTcs ObicTpee (mpu 3HaueHun openEdge = true), uem 1 OCTabHBIX.

AdminEdge

Omnpenemnsier Oynet nu openEdge ycranosnen cpa3y win HeT. (I[lepBoHaYaIbHOE COCTOSIHHE
openEdge Bo Bpemsi HHUIIMATU3AIIUHU TIOPTA)

AutoEdge

ABTOMAaTHYECKOE ONPEEICHUE, BISETCS JU MOPT KOHEUHBIM WK HeT. Onpenensier
KOHEYHOE YCTPOMCTBO MO HAJUYMIO WK OTCYTCTBUIO npuxoasaumux BPDU.
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Restricted Role

[Ipu BrJIIOUEHNH, TOPT HE CMOXKET OBITH BHIOpaH kKak kopHeBo# it CIST nnn
mo6oit MSTI, naxxe eciau OH UMeET YUl PHOPUTET. DTOT MOPT OyAET yKazaH
KaK allbTepPHATUBHBIHN, IIOCIIE TOTO KaK OyeT BRIOpaH KOPHEBOM MOPT. DTO MOXKET
MIPUBECTH K OTCYTCTBHIO COEIMHEHUS B CBs3yIoleM epeBe. CeTeBoi
aJIMUHHUCTPATOP MOXKET YCTAaHOBUTH 3TY (PYHKIHIO, YTOOBI IPEAOTBPATHTE BIUSHHE
Y3710B, HAXOAAIIUXCA HE B JIpe CETU Ha JIOTHYECKOE JEPEBO, HAIIPUMED, TOTOMY 4TO
aJIMHHHCTPATOP HE MOXKET UX MOJTHOCTHI0 KOHTPOIMPOBATD.

Orta ¢pynkums uzBectHa kak Root Guard

Restricted TCN

Ecnu BIIIOYEHO, IOPT HE OYAET OTHPABIIATH HA APYTHE MOPTHI TIOTYYCHHBIE
OIOBEIICHUS 00 U3MEHEHUSX B TONOJOTUH. [Ipy BKIIFOUEHUY MOXKET BBI3bIBAThH
BpPEMCHHBIC COOM B CETH IMOCIIC U3MECHCHHI B aKTUBHOW TOITOJIOTHH CBSI3YIOIIETO
JepeBa n3-3a HEKOPPEKTHO mepeaaBaeMoi napopmarun 06 ycrpoiicte. CeTeBoi
aJIMUHUCTPATOP MOXKET YCTAHOBUTH 3Ty (PYHKIIHIO, YTOOBI IPETOTBPATHTh
HABOJIHCHUE y3JIaMH, HAXOISIIUMUCS HE B AApEe CeTH, MHPOpMarued 00 N3MESHEHUN
aJIpecoB, HATIPUMEP, TIPU YaCThIX H3MEHEHHSIX COCTOSIHHUS MTOPTOB.

Omnpenenser, moakatoueH jim nopt K LAN B pexxuMe TOUKa-TOUKa WK B PEKUME
pasnensaeMoit cpenbl. MoXeT ObITh ONpeIeiieHa aBTOMAaTHIYECKH, JIMOO MOJIb30BaTEIb

Point2point
ykasbiBaeT true win false. [lepexox B cocTosiHIE TPOABHIKEHHS OCYIIECTBISETCS
osicTpee mst LAN B pexxume TOYKa-TOUKA.
Save Haxxmute, 9TOOBI COXpaHUTH HACTPOHKH
Reset Haxwmure, 4T00b1 COPOCUTD MOCIIETHIE U3MEHEHHS U BEPHYTH MPEIbIyIINe
HACTPOMKHU
MSTI noptsi

[Tonb30BaTenb MOKET MPOCMATPUBATh U U3MEHATH Tekylire HacTpoiiku STP MSTI nopros.

MSTI nopt — BUpPTYyaJIbHBII MOPT, OTAEIBHO HAcTpauBaeMbl Uil Kaxaoro aktuHoro CIST
(pusnuueckoro) nopra. Jlo otobpaxenus paktruueckux Hactpoek MSTI nopra, HykHO BBIOpaTh
cam MSTI. Ha »sroif crpanuune ™MoxxkHo Hactpoutb MSTI mopr ans ¢usnyeckux u

arperupoBaHHbIX MOPTOB. HacTpoiiky arperannu NpuMeHsIoTCs Ii00alIbHO.

MSTI Port Configuration
[

MST1 %

MST1
MST2
MST4
MSTS
MST6
MST7

Puc. Kongpurypusosanne MSTI nopra
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MST1 MSTI Port Configuration

ml MSTI Aggregated Ports Configuration
Port Path Cost Priority

Auto b 128 %

m MSTI Mormal Ports Configuration
Port Path Cost Priority

1
2
3
4
5

Alto hd 128 |»
Alto hd 128 |»
Alto hd 128w
Auto hd 128 |+
Auto hd 128 |+

Puc. Konpurypusosanue MST1 MSTI nopra

B Ta6J'II/II_Ie OMMCaHbl OCHOBHBIC ITOJIA:

Ioue Onucanne

Port Howmep nopta kommyrtaTtopa, coorBerctBytomiero STP CIST ( u MSTI) nmopty
CroumocTts myTn Ha nopty. Hactpoiika Auto onpenensieT CTOMMOCTb IIyTH B
COOTBETCTBUU CO CKOPOCTBIO (PU3MUECKOT0 COANHEHNS, HCIIONb3Ys 3HAUCHUS,

Path Cost pexomenayembie 802.1D. [Tonp30BaTenb Takke MOXKET BBECTH COOCTBEHHBIC
3HavyeHusl. CTOMMOCTb ITyTH UCIIONB3YETCsl IPH yCTAaHOBIEHUH AaKTUBHOM TOIIOJIOTHH
cetu. IlopThl ¢ HU3IIEH CTOMMOCTBIO IYTH YKa3bIBACTCS KakK IepeJaroie MopThI.
Homyctumeie 3aaderns — ot 1 o 200000000.

Priorit [IpropurerHOCTH TOPTOB. Mcnonb3yeTcs A1l NPUOPUTE3ALNHU TIOPTOB, UMEIOLIHNX

y WIEHTUYHYIO CTOUMOCTD MyTH. (CMOTpHUTE BHILIE)

Save Haxwmure, 4T00bI COXpaHUTH HACTPONKU

Reset Haxwmure, 4T00b1 COPOCUTH MOCIIEHIE U3MEHEHUS U BEPHYTH MPEIbITyIINe
HACTPOWKHU

STP Bridges

[Ipocmotp cocrosnus Bcex STP y3m0B.

Kaxnast ctpoka Tabmuiel oToOpakaet nHpopmanuto 00 STP y3i1e; B KOJTOHKaxX 0TOOpaXkeHa
crnenyromas nHGoOpMaIus:
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STP Bridges
Auto-refresh []

3 Root Topology | Topology
nusa Badgc 1D 1D | Port | Cost Flag Change Last
CIST 80:00-00:1E:94:33:44:55 80:00-00:1E:94:33:44:55 - 0 Steady -

Puc. STP Bridges

B Ta6J'II/IH€ OITMCaHbl OCHOBHBIC ITOJIA:

Iouie Onucanne
MSTI CereBoii y3en. Colep XKUT TakKe CChUIKY Ha JeTainbHoe coctosiuue STP y3ma
Bridge ID Bridge ID storo cereBoro y3na
Root ID Bridge ID Tekyiero BBIOpaHHOTO KOPHEBOTO KOMMYTaTOpa
Root Port ITopT KoMMyTaTOpa, Ha3HAYEHHBIH KaK KOPHEBOU
CToMMOCTh KOPHEBOTO ITyTH. 3HAYEHUE 1JIs1 KopHeBoro y3ia — 0. g apyrux
Root Cost MOCTOB — CyMMa CTOMMOCTEM CBSA3€U HA ITyTH C HAUMEHBIIEH CTOMMOCTBIO K

KOpHCBOMY MOCTY.

Topology Flag

Tekymiee cocTossHue Qiara, ONOBEUIAIONIET0 00 N3MEHEHHSX B TOMOJIOTHH
JUISL 3TOTO YCTPOMCTBA.

Topology
Change Last

Bpewms, npomesiiee ¢ nociaeHEro M3MEHEHUS B TOTIOJIOTHH.

Refresh

Haxwmure, 4T0661 0OHOBUTH CTPAHUILY

Auto-refresh

IlocTaBbTe rajiovky, YTOOBI BKIIFOUUTH aBTOMAaTHYECKOE€ OOHOBJICHUE
CTpaHUIBbI.

Cratyc STP nopra

STP CIST cratyc ¢pu3nueckux NopToB Ha BELIOPAHHOM KOMMYTaTOpe
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STP Port Status
Auto-refresh [

Port | CIST Role | CIST State | Uptime
1 Mon-STP Forwarding -
2 Non-5TP Forwarding -
3 MNon-STP Forwarding -
4 Non-STP Forwarding -
5 Mon-STP Forwarding -
o MNon-STP Forwarding -
7 MNon-STP Forwarding -
8 MNon-STP Forwarding -
9 MNon-STP Forwarding -

10 Mon-STP Forwarding -
11 MNon-STP Forwarding -
12 Mon-STP Forwarding -
13 MNon-STP Forwarding -
14 MNon-STP Forwarding -
15 MNon-STP Forwarding -
16 MNon-STP Forwarding -
17 MNon-STP Forwarding -
18 MNon-STP Forwarding -
19 MNon-STP Forwarding -
20 MNon-STP Forwarding -
21 MNon-STP Forwarding -
22 MNon-STP Forwarding -
23 MNon-S5TP Forwarding -
24 MNon-STP Forwarding -
25 MNon-STP Forwarding -
26 MNon-STP Forwarding -
27 MNon-STP Forwarding -
28 MNon-STP Forwarding -

Puc. Craryc STP nopra

B Ta6J'II/II_Ie OIIMCaHbl OCHOBHBIC ITOJIA:

IToute Onucanne
Port Howmep nopta
CIST Role Ponb nopra kak CIST mopta. Pons mopta mosket ObiTh: AlterntaivePort, BackupPort,
RootPort uim DesignatedPort.
State Texymuii craryc STP nopta kak CIST nmopra. Cratyc nmopra MOXeT
COOTBETCTBOBATh OIHOMY M3 3HaueHuit: Blocking, Learning, Forwarding.
Uptime Bpewms1, npomeniiee nociue mnociae He MHULUATU3AUY TIOpTa
Refresh Haxxmute, 4T00b1 OOHOBUTH CTPAHUILY
[TocTaBbTe ranouky, 4T00bI BKIOUYUTH aBTOMAaTHYECKOE OOHOBIICHUE
Auto-refresh
CTPaHUIIBL.
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Cratrucruka STP

RSTP craructuka nopToB Ha BHIOpAaHHOM KOMMYTaTOpe

STP Statistics

Auto-refresh [] [ Refresh || Clear |

Transmitted Received Discarded

Port

MSTP | RSTP | STP | TCN | MSTP | RSTP | STP | TCN | Unknown | Illegal

No ports enabled

Puc. Cratuctuxka STP

B Ta6J'II/II_Ie OIIMCaHbl OCHOBHBIC ITIOJIA:

IToue Onucanne

Port Howmep niopra

RSTP KonnuecTtBo nomyueHHsIx win otnpasieHHbix BPDU o coctosauu RSTP

STP KonunuectBo nonydyennsix unu otapasieHHbIXx BPDU o coctostuuun STP
(ycrapeBmias Bepcusi)

TCN KonnuecTtBo nomyueHHbIX WK oTrnpaBieHHbIX BPDU 00 n3MeHeHusx B TONOJOTHH
(Topology Change Notification)

Discarded KonmdecTBo nonydeHHbIX (M 0TOpOIICHHBIX ) Hepacno3HaHnHbIX BPDU o cocTosiHin

Unknown MTOKPBIBAIOLIETO JEpEBa

Discarded lllegal

KonndecTBo nony4eHHbIX (1 0TOpoIeHHBIX ) HeKoppekTHBIX BPDU o cocrostnnmn
CBSI3YIOLLET0 JepeBa

Refresh

Haxxmute, 4T00b1 0OHOBUTH CTPAHUILY

Auto-refresh

IlocTaBbTe rajiovky, YTOOBI BKIIFOUUTH aBTOMAaTHYECKOE€ OOHOBJICHUE
CTpaHHUIIBI B OIIPCACIICHHBIC NHTCPBAJIBI.

5.1.6. VLAN

5.1.6.1. Hactpouka Bo VLAN

Hactpoiika 1 Monutopusr uineHctsa B VLAN nans Bceil cetu. IlonnepkuBaercs no 64
VLAN. MoxHo 106aBisats 1 ynaisate VLAN, a taxke yuactBytomue Bo VLAN noptsl.
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VLAN Membership Configuration

Port Members
Delete [VLANID [1[2[3[4[5]6]7]8]9[10[11]12]13][14]15]16[17[18]19]20]21][22]23]24]25[26]27]28
O e e e e e e I e v e v e e

[ AddnewviLan | [save || Reset |

Puc. Hacrpoiika Bo VLAN

B Ta6J'II/IH€ OITMCaHbl OCHOBHBIC ITOJIA:

IToge Onucanune

Delete [ToctaBbTe ranouky, 4To0bl yaanuTh 3anuch. OHa OyneT yaaneHa BO BpeMs
CJICYOIIETO COXPaHCHHSI.

VLAN ID Bsenure VLAN ID

MAC Address | Beeaure MAC anpec

Port Members | OtmeueHHbIe TIOPTHI ABISIIOTCS yyacTHHKaMu VLAN.

Haxwmure Add New VLAN, uto6sr no6aButh HOBBIH VLAN ID. B Tabnuiy
Oyznet noOasieH mycToi psia it HoBoit VLAN. JlomycTumblie 3HaYeHUS
VLAN ID — ot 1 mo 4095.

Adding a New | ITpu Haxxatuu Save, VLAN Oynet BkimoueHa. [Tocne atoro VLAN Oyner
Static Entry 0TOOpakeHa Ha APYTUX YCTPONCTBAX B CETH, HO y He€ He OyJeT MOpPTOB-
YYaCTHHUKOB.

VLAN 0e3 nopToB-y4yaCTHUKOB Ha YyCTPOMCTBE OyIeT yaaleHa Ipu HaXaTHH
Save.

Uro6s! ynanuts 3anucu VLAN, naxmute Delete.

IIpumep:

Hactpoiika VLAN Ha ocHOBe IOPTOB

(st BXOASIIIIETO TIOPTA)

1. VLAN ID=50 mus mopta 1 Ha ctpanuiie VLAN Membership Configuration.
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VLAN Membership Configuration

[ Open in new window |

Port Members
Delete [VLANID [1]2]3]4]5]6][7]|8]9]10[11]12

O L 2 I 2 e e R e e v e T R T
[l so MHMAOOO0O000O00000
| Add new vian || sSave || Reset |

2. Hactpoitka VLAN Port 1 > orkmrounts VLAN Aware

VLAN Port Configuration

Port VLAN
Port | VLAN Aware | Frame Type Mode | D
1 ] All w | | Specific |» 50
2 FI All w | | Specific |+ 50
3 ] All « | |Specific + 1
4 [Fi All | |Specific + i
5 ] All w | | Specific |» 1

3. Hacrpoiika VLAN mopt 1 > Mode=specific, ID=50

VLAN Port Configuration

Port | VLAN Aware | Frame Type A=CH T
Mode | ID
1 | All w | | Specific + 50
2 F] All w || Speciic |+ 50
3 ] All « | |Specific * 1
4 [Fi All « | |Specific + i
5 | All | |Specific + 1

([mst mcxonsmero mopTa)

1. VLAN ID=50 ans nopta 2 Ha ctpanutie VLAN Membership Configuration.
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VLAN Membership Configuration

[ Open in new window |

Port Members

Delete [VLANID [1]2]3]4]5]6][7]|8]9]10[11]12

O A I I v v v e R e R e R T R
] 50 [v] [v] A d 4 d A A A

| Add new vian || sSave || Reset |

2. Hactpoiika VLAN noprta 2 > He Britoyath VLAN Aware

VLAN Port Configuration

Port VLAN
Port | VLAN Aware | Frame Type Mode | D
1 Q All | |Specific + 50
2 F] All w | | Specific |+ 50
] All ~ | |Specific + 1

3. Hacrpoiika VLAN mnoprta 2 > Mode=specific, ID=50 (;1r060ii makeT MOKeT nepeaaBaThCs

yepe3 UCXOSALIHNH MopT)

VLAN Port Configuration

Port VLAN
Port | VLAN Aware | Frame Type Mode | D
i ] All « | |Spedific + 50
. FI All w | | Specific |» 50
] All w | | Specific |« 1

Hactpoiika 802.10 Access port

(st BXOASIIIIETO TIOpTA)

1. VLAN ID=50 na ctpanurie VLAN Membership Configuration
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VLAN Membership Configuration

Open in new

[

]

Il:"'n" I r-l d ':I I\"'n"

Port Members

Delete | VLAN ID

1/2]3]a|5|6]|7]8]9]10[11]12

7 2 2 2 2 2 I 2 I = I O A T R T R

]
Ol so MOOOOOOOO0O0O0O
| Add new VLAN || Save || Reset |

2. Hactpoiika VLAN nopra > Bxmounts VLAN aware

VLAN Port Configuration

Port VLAN
Port | VLAN Aware | Frame Type Mode | ID
1 All | |Spedcific |+ 50
2 1 Al v | [specific » 1
3 ] All | |Specific |» 1

3. Hacrpoiika VLAN nopra > Mode=specific, ID=50

VLAN Port Configuration

Port | VLAN Aware | Frame Type =i Tl
1 All + || | Specific 50 u
2 L] Al v TEpETTY I
3 ] All | |Spedific |+ 1

(s mcxomsAIero mopTa)
1. VLAN ID=50 na crpanuiie VLAN Membership Configuration
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VLAN Membership Configuration

[ Open in new window |

Port Members
Delete [VLANID [1][2[3]4[s5]6][7]8]9]10[11]12

] 1 MMMMEMMMM M MM M
Ol so MOOOOOOOO0O0O0O
| Add new VLAN || Save || Reset |

2. Hacrpoiika VLAN nopra > otkimrounts VLAN Aware

VLAN Port Configuration

Port VLAN
Port ULAI\{fware Frame Type Mode | ID
[ All ¥ | | Specific ¥ 50
2 = All « | |Specific » 1

3. Hactpoiika VLAN mopra > Mode=specific, ID=50 (makeTsl 6€3 TerupoBaHUS U C
TerupoBaHueM = 50 MOTYT mepeiaBaThCs Yepe3 UCXO I TOPT)

VLAN Port Configuration

Port | VLAN Aware | Frame Type m
1 I All vl |specific v 50
3 O] All ¥ [T[Speanc ¥ 1

SWMGP-84SFP-w SWMGP-84SFP-w

(st BXOASIIIIETO TIOpTA)
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1. VLAN 1D=11,22,33 na crpanuiie VLAN Membership Configuration

VLAN Membership Configuration

( Open in new window |

Port Members
Delete [VLANID [1]2]|3]4a]5]6][7]8]9[10[11]12
. 1 [¥] ¥ [ ¥ ¥ ¥ [ [ [ [v] ] [
[l nMFHFMFAOOODODOOO O
. 2MMMMOOOOODOO O
[l 33 MEMEMEFOOOOO OO O

[ Add new vLAN || Save || Reset |

2. Hactpoiika VLAN nopta > Bxmtounts VLAN aware

VLAN Port Configuration

Port VLAN
Port vf;&w Frame Type Mode | D
i All w | | Specific i1
2 All v | | Specific v 1
3 All » | | Specific v 1
4 All ~ | |Specific v 1
5 All | | Specific » 1
& ] All «| |Specific |+ 1

3. Hacrpoiika VLAN mopra > Mode=specific, ID=11

(Ecnu Bxoasimmii makeT HETErMPOBAHHBIHN, 100aBiseTcs Ter = 11; eciu BXOAAIIUN TaKeT
TErHpOBaHHBIN, TIepeaBaThCsl MOTYT TOJIBKO 3 Bua nmaketoB VID=11,22,33)

VLAN Port Configuration

Port | VLAN Aware | Frame Type Purtl e
1 All v || | Specific |» 11
2 All v _Spemfn: w 1
3 All v | | Specific |» 1
4 All v | | Spedcific |» 1
5 L] All v | | Spedcific |» 1
& F] Al | |Specific |+ 1
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(st mcxonsmero mopra)

1. VLAN 1D=11,22,33 na crpanuiie VLAN Membership Configuration

VLAN Membership Configuration

[ QOpen in new window |

Port Members
Delete [ VLANID [1]2]3]4a]5]6]7[8]9]10[11]12
L O 7 I 2 I 7 £ I I 7 % £ O 1 O 2 R
A ngagodfdfd~xMFEFEEFOCOO O
. 200000«HMMEFOQOOO
O BOOOOMMEDEIKOO O O
[ Add new VLAN ][Saue][Reset]

2. Hactpoiika VLAN noprta > Bkiouut VLAN Aware

VLAN Port Configuration

Port VLAN
Port | VLAN Aware | Frame Type Mode | ID
1 ] All + | |Specific + 50
2 IF] All | |Specific |+ 50
3 [l All | | Specific + 1
il = All w | | Specific = 1
5 All + | |Specific + 11
& All | |Specific |+ i
7 All | | Specific + 1
] All ¥ | |Specific v 1
9 = All + | |Specific + 1
10 IF] All | |Specific |+ i
11 [l All | | Specific + 1
1z ] All w | | Specific = 1

[Saue ] [ Reset ]

3. Hacrpoiika VLAN nopra 2 > Mode=none
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VLAN Port Configuration

Port | VLAN Aware | Frame Type h:]:dr; VI|‘AI:D
1 O | All v| |specific | | 50|
2 O | All v| |specific »| | 50|
3 | Al v| |specific»| | 1]
4 O | All v| |specific >
5 | All v| |specfid~| | 11]
6 | All v| |specific ™ T 1|
7 Al v| |specific»| | 1]
8 | All v| |specific »| | 1]
9 m Al v| [specific »l [ 1l

(Mcxonsamuii mopT MOKeT moJiydaTh nakeTsl ¢ Terom = 11,2233, [lepenaBatbes 1o
UCXOJALIEMY ITOPTY MOXKET TOJBKO MakKeT ¢ Terom=11)

Hactpoiika VLAN B pe:xkume Q-in-0

LA
g_

(s Bxogsmero mopra----ITopt 1)

[

1. VLAN ID=50 nns noptoB 1, 2 u 3 Ha crpanunie VLAN Membership Configuration
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VLAN Membership Configuration

[ Open in new window |

Port Members

Delete [VIANID [1]2][3]a]5]6]7]8]9]10[11]12
. O 7 I 7 I 7 I 2 O 2 O e R
[l so MMEMIOOOODOOO OO

[ Add new vLAN | [Save | [ Reset |

2. Hacrpoiika VLAN nopta > Otkinrounts VLAN aware st mopra |

VLAN Port Configuration

Port VLAN
Port | VLAN Aware | Frame Type Mode | D
1 Fl All * | | Specific » 50
2 All * | [MNone |w
3 All “| |Mone v
4 FI All | | Specific » 1

3. Hacrpoiika VLAN nopta > J{ns mopra 1 Mode=specific, ID=50

VLAN Port Configuration

Port | VLAN Aware | Frame Type ol

1 ] All w | | Specific » 50
2 All | |Mone %

3 All w| [None |»

4 [F] All w | |Specific v 1
5 ] All w | |Specific v 1
& [F] All w | |Specific v 1
7 ] All w | |Specific v 1
g [F] All w | |Specific v 1
g ] All w | |Specific v 1
10 [F] All w | |Specific v 1
11 ] All w | |Specific v 1
i2 [F] All w | |Specific v 1
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(dnst ucxonsmero nmopta----Ilopt 2)
1. VLAN ID=50 na crpanuiie VLAN Membership Configuration

VLAN Membership Configuration

[ Open in new window ]

Port Members
Delete [VIANID [1]2]3]4a[5]6][7[8]9[10[11]12

O 1 M MMMEK MMM MMM
Ol so MMMOOOOOOOOO
| Add new VLAN | [Save | [ Reset |

2. Hacrtpoiika VLAN nopra > Bkimounts VLAN Aware ju1st moptoB 2 u 3

VLAN Port Configuration

Port VLAN
Port | VLAN Aware | Frame Type Mode | ID
1 ] All | | Specific » 50
2 All | |None |
3 All | |MNone %
4 Fl All *| | Specific » 1

3. Hacrpoiika VLAN nopra > Mode=none

(ITepenaBaTbces MO UCXOAALIEMY ITOPTY MOKET TOJIBKO MakeT ¢ TeroM=>50)

VLAN Port Configuration

Port VLAN
Port | VLAN Aware | Frame Type Mode | 1D
1 ¥ All | |Specific » 50
2 All «|[ Mone  w
3 All ¥ || [None [+
4 ¥ All | [Specific + 1
5 F All | | Specific 1
& ¥ All | |Specific » 1
7 F All | | Specific 1
8 "] All | | Specific » 1
Q F All v | | Specific 1
10 "] All | | Specific » 1
11 ¥ All | |Specific » 1
1z "] All | | Specific 1
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5.1.6.2. NMpuBaTHbIn VLAN

Hactpoiika u1 MoHUTOpUHT wieHcTBa B npuBaTHOM VLAN juist kommyTaTopa. [lonas3oBaTens
MOXET O0O0aBISTh M yHansaTh npuBaTHbie VLAN M MOPThl yYaCTHUKOB KaXKIOW MPUBATHON
VLAN. IIpuBarasie VLAN 0oCHOBBIBalOTCS Ha Macke IOpTa OTIPABUTENS, KOTOPHIH HUKAaK HE
cBs3and ¢ VLAN. Oto 3Haunt, uto HOMep VLAN u npuBatHoii VLAN MOryT OBITH OJIMHAKOBBI.
UToObI OTIIPABIATH MAKETHI, HOPT JOJDKEH OBITh YYaCTHUKOM M OOBIYHOM, U mpuBaTHOW VLAN.
ITo ymomuanuio, Bce mopThl HaxoasATcs B pexxume VLAN unaware u sIBIAIOTCA y4aCTHUKaMU
VLAN 1 u npuBaraoit VLAN 1.

[Topt B peskume VLAN unaware MOXeT OBITh YIaCTHHKOM TOJIbKO o7HOM VLAN, HO MOXKET
OBITH YYaCTHUKOM HECKOJIbKUX IpUBaTHBIX VLAN.

Private VLAN Membership Configuration

Port Members
Delete [ PVLANID [1][2]3]4]5]6]7]8]9]10[11]12][13]14][15]16[17]18]19]20]21][22]23[24]25]26]27]28
O B I B e e e e

[ Add new Private VLAN | [save | [ Reset |

Puc. IIpuBarssiii VLAN

B Ta6J'II/II_Ie OIIMCaHbl OCHOBHBIC ITOJIA:

ITone Onucanmne

Delete [TocTaBbTe ranouky, 4ToOBl yAAIUTH 3anuch. OHA OYJET yaaneHa BO BpeMs
CJIEIYIOLLET0 COXPAHEHHUS.

Private VLAN . .

ID ID ykaszannoi npuBatHoii VLAN

MAC Address | Beemure MAC anpec

OTmeueHHBbI€ 101 - TOPThI-yyacTHUKYU HpuBatHOM VLAN. UTo6BI 100aBUTH
Port Members | mopt B mpuBatHyto VLAN, nocraBbre ranouky. [1o ymonuanuto H1 OJTMH
MOPT HE SIBJISIETCA YYaCTHUKOM, BCE IOJISI ITYCTHIE.

Haxwmure Add New Private VLAN, uToObl 100aBUTH HOBYIO IPUBATHYIO
VLAN. B tabnuiy 6yaet no6asiieH mycToil psija, KOTOPbIii MOKHO
HAcCTpOuTh. JlomycTuMblil HHTEpBa 3HAUEHUN UACHTU(DUKATOpa TPUBATHON
VLAN paBeH KOJIMYeCTBY MOPTOB KOMMYyTaTopa. JIxoOble 3HaueHus 3a
Adding a New | mpenenamu 3TOro HHTEpBajia He OYAyT IPUHSTHI U TIOSIBUTCS

Static Entry npenynpexaenue. Haxmure OK, 4ToObl y1anuTh HEKOPPEKTHYIO 3aITUCh,
i HaxmuTe Cancel, 4ToObI BEpHYTHCS K HACTPOIKAM M U3MEHUTD
3HAUEHHUE.

[Ipu naxxatuu Save npuBatHas VLAN Oyzaer BkitoueHa.

YroObl OTMEHUTH cOXpaHeHUe HOBBIX NMpuBaTHEIX VLAN, Haxkmute Delete.
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Port Isolation Configuration

Port Number

1]2]3]als]e|7]8[9]10[11]12]13[14]15]16][17]18]19]20]21]22][23]24][25][26]27]28

oo obodofdfd

IToJse Onucanue

Port Members

OTMeueHHBI€ 110JI4 - IOPTHI, ABJSIONIMECS yyacTHUKaMu npuBaTHOH VLAN.

5.1.7. SNMP

5.1.7.1. SNMP - System

SNMP System Configuration

Mode

Version

Read Community

Write Community

Engine ID

Enabled w
SMMP vZc b
public

private

Puc. SNMP - System

B Ta6nnue OITMCaHbl OCHOBHBIC IT10JIA:

IToute Onucanue
Pexum pabotrer SNMP.
Mode Enabled: Bxirounts SNMP
Disabled: Otkmtounts SNMP
[TonnepxuBaemas Bepcust SNMP.
Version SNMPv1: Vkazare SNMP Bepcuro 1
SNMPv2c: Vkazate SNMP Bepcuro 2¢
SNMPv3: Vkazate SNMP Bepcuro 3
Read Crpoxka cooOriecTBa JuIs IpaBa MpOCMOTpa, pazpemaromas goctyn k SNMP
Community | arenty. Jonyctumast jiiuHa ctpoku ot 0 1o 255, paspernens Toiabko ASCII
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CUMBOJIBI ¢ 33 1o 126.

[Tone cootBercTByeT TOaBKO SNMPVv] 1 SNMPv2c. SNMPv3 ncnonssyer
USM st ayreHTHQHUKAIMA ¥ KOHQUACHIIMAIBHOCTH, a CTPOKA COO0IIECTBA
cooTBeTCTBYeT Tabmuie coobmects SNMPv3.

Ctpoxka cooOriecTBa /yIs MpaBa 3amucy, pa3pemraronias 1octyn K SNMP
arenrty. Jlonmyctumas jyirHa ctpoku ot 0 10 255, pa3pemiens! Toibko ASCII
CUMBOJIBI ¢ 33 1o 126

Write
Community [Tone cooctBercTBYET TOJIbKO SNMPVI 1 SNMPv2c. SNMPv3 ucnosb3yer
USM nns ayTeHTUHUKAIMHA U KOHDUCHIIMAIBHOCTH, a CTPOKa COO0IIECTBa
COOTBETCTBYET Tabnwuile coodmects SNMPv3.
ID ycrpotictea SNMP3. B cTpoke 10KHO OBITH 4€THOE KOJTUYECTBO
Engine ID mectHaauaTepudHbix nudp (ot 10 1o 64), onHako He nomyckaroTcs Bce 0 unu
g F. U3menene Engine ID npuBenér k yaaneHuio Bcex nepBOHauaIbHBIX
JIOKQJILHBIX I10Jb30BaTEIICH.
Trap Mode Disabled b
Trap Version SHMP w1 b
Trap Community public
Trap Destination Address 192.168.10.99
Trap Authentication Failure Enabled b
Trap Link-up and Link-down Enabled b
Trap Inform Mode
Trap Inform Timeout {seconds)
Trap Inform Retry Times
[Saue ] [ Reset ]
Iloae Onucanue
Pexum pabotet SNMP trap.
Trap Mode Enabled: Bxirounts SNMP trap

Disabled: Otkmtounts SNMP trap

Trap Version

ITonnepxxubaemas Bepcust SNMP trap.
SNMPv1: Beiopats SNMP trap Bepcuu 1
SNMPv2c: Beiopate SNMP trap Bepcuu 2¢
SNMPv3: BeiOpats SNMP trap Bepcuu 3

Trap Community

Crpoxka cooOriecTBa JuIst 10cTyma npu oTnpaBke nakera ¢ SNMP trap.
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Honyctumast nivaa ctpoku oT 0 10 255, paspemiens! Toibko ASCII
cuMBOJIBI ¢ 33 110 126

Trap Destination
Address

Anpec HazHaueHuss SNMP trap

Trap Destination

IPv6 anpec HazHaueHus trap kommyTtaropa. 128-0utHsiii [Pv6 anpec
3aMMChIBACTCS B BUJI€ BOCHMU MOJIEH U3 MakCUMyM 4
[IECTHAIATHPUIHBIX H(P C TBOCTOUUSMU, Pa3ICISIFOIIMMH KAK0€
noe (:). Hanpumep, “fe80:215:¢c5ff:fe03:4dc7”. CumBon “::” MOXKeT

IPv6 Address MCTIOJIB30BATHCS KaK COKPAIICHHBIH CIT0CO0 0TOOPaXKEHHsI HECKOIBKUX
16-OMTHBIX TPYII HYJIEH; HO MOSBIISITECS MOXET TOJIBKO OJIMH pas3.
Taxxe ucnonb3yercs ans koppekTHbix [Pv4 anpecos. Hampumep,
“:192.1.2.34”.
Ycrpoiictsy SNMP pazpemieno reHepupoBaTth trap o cooe

Trap ayTeHTU(UKALIUY.

Authentification Enabled: Bxirounts onosemenuss SNMP trap o c6osx ayreHTHDUKAINN

Failure Disabled: Otxuitounts onoBemenus SNMP trap o cOosix

ayTeHTU(UKAIHN

Trap Link-up and

Onogemenuss SNMP trap o cocTosiHuu IOPTOB
Enabled: BxmtounTs onoBemennss SNMP trap o BKiiroueHUu 1
OTKJIIOUYEHUHU CBA3U

Timeout (seconds)

Link-down Disabled: Otxmtounts onoBerienus SNMP trap o BktoueHU# 1
OTKITIOYECHUU CBSI3U
Pexxum onosenienuss SNMP trap.

Trap Inform i

Mode Enabled: Bxirounts pexxum onoseieHuss SNMP trap.
Disabled: Otkimtounts pexum onosemeHuss SNMP trap.

Trap Inform Bpewms, B TeueHue koToporo ornpasistorcs onosemmenns SNMP trap.

JHonyctumslit uatepBai ot 0 1o 2147.

Trap Inform
Retry Times

KonunuectBo noneiTok ornpasku onosemeHuss SNMP trap. [{lomyctumslit
unTepsai ot 0 o 255.

5.1.7.2. SNMP - coobuecTBa

Hactpoiika tabmuier SNMP-coo0mects. Kirouesoit unieke - Community
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SNMPv3 Communities Configuration

Delete | Community | Source IP | Source Mask
] public 0.0.0.0 0.0.0.0
] private 0.0.0.0 0.0.0.0

|  Add new community | [save || Reset |

Puc. SNMP - CooOmectBa

B T3,6JII/IL[€ OIIMCaHbl OCHOBHBIC IT10JIA:

IToJsie Onucanune

UToOB! yIanuTh 3amnuch, mocTaBbTe rasiouky. OHa OyAeT yaajieHa rnocie
CIICYIOIIETO COXPAHCHHSI.

Delete

Crpoxka cooOriectBa, pazpemaromias goctyn SNMPv3 arenry. Jlomyctumas

Community JUTMHa cTpoku oT 1 10 32, pazpemensl Tosibko ASCII cumBoib ¢ 33 1o 126.

Source IP Ucxonnsliii anpec 11 goctyna k SNMP

Source

Ucxonnag macka giig nocrymna kK SNMP
Mask A JUA I0CTY

5.1.7.3. Monb3oBaTtenun SNMP

Hacrpoiika tabnuuel nonb3osareneit SNMPv3. KitoueBsie unaexcsl - ID ycTpoiicTBa 1 uMst
10JIB30BATEIS.

SNMPv3 Users Configuration

. User Security | Authentication | Authentication | Privacy Privacy
L e Name Level Protocol Password Protocol | Password
O 800007e5017f000001 default_user NoAuth, NoPriv Mone None MNone MNone
[ Addnewuser | [Save][Reset]

Puc. [Toxp3oBarenu SNMP

B Ta6J'II/II_IC OIIMCaHbl OCHOBHBIC ITOJIA:

ITose Onucanue

YT00BI YAAJIUTD 3allUCh, TIOCTABBTC I'AJIOUKY. Ona GYJICT yAaJiCHa 1ocCiie
CICOYIOMETO COXpPaHCHU.

Delete

ID ycrpoiictea SNMP3. B cTpoke JOKHO OBITh UeTHOE KOJTMYECTBO

Engine ID
g mecTHaanarepudHbix udp (ot 10 1o 64), oqHako He gomyckaroTcs Bee ()
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nmn F. Apxurektypa SNMPv3 ucnonb3yer Mozaenb 6€30MacHOCTH Ha
ocHoBe nojip3oBaress (USM) s 6e3onacHocTr coobmennii 1 VACM s
ynpasienus gocrynom. s 3ammcun USM kimrouamu OynyT
usmUserEnginelD u usmUserUsername. B o0braHOM areHTe
usmUserEnginelD Bcerna siBnsiercs 3HauenrnemM snmpEnginelD.

OHo TaKxe MOXeT MpuHUMaTh 3HadeHue snmpEnginelD ynanennoro
SNMP ycTpoiicTBa, Ha KOTOPOE MOJIb30BAaTENIb MOXKET MIEPeAaBaTh JaHHBIC.
Hpyrumu cnoBamu, eciu Engine ID pasen Engine ID cuctems,
MI0JIb30BATENb — JIOKAIBHBIN, B IPYTOM Clly4ae — yAaJICHHbIN.

CTpOKa, onpeacisaromas uMs 110J1b30BaTeIIs. HOHYCTI/IMaH JJIMHA CTPOKHU OT

User Name 1 no 32, paspemenst Tonpko ASCII cumBoutst ¢ 33 o 126.

Mopenb 6e30macHOCTH.

NoAuth, NoPriv: OtcyTcTBHE ayTeHTH()HUKAINN U TPUBATHOCTH

Auth, NoPriv: AyreHTH(uKanus 1 OTCyTCTBHE IIPUBATHOCTH

Auth, Priv: AyrentTuduxanus u mpuBaTHOCTb

3HaueHHe YpoBHs O€30MaCHOCTH U3MEHSTh HENb3s, €CIIH 3aIHCh YKe
BBeeHa. [Ipexie Bcero yoeaurech, YTo 3HaYCHUE BBEJICHO KOPPEKTHO.

Security Level

[TpoToxon ayTeHTHUKALINH.

None: OtcyTrcTBHE IPOTOKOJIA AyTEHTHU(PUKALUU

MDS5: ®ar, yka3plBaroLIMi Ha UCIIOJb30BAHUE I0JIB30BATENIEM IIPOTOKOJIA
Authentication | ayrentudukanuu MDS5.

Protocol SHA: ®nar, yka3blBatolIuii Ha UCIOJIb30BaHUE MOJIb30BATENIEM IIPOTOKOJIA
ayreHTuukanuu SHA.

3HaueHue YpOBHS 0€30MacCHOCTH U3MEHSTh HENb3s, €CIH 3aMHCh YKe
BBeneHa. [Ipexe Bcero yoenurech, YTo 3HAUCHHE BBEJEHO KOPPEKTHO.

[TpuBatHslit naposns. s npoTokona ayreHTUGUKauu MDS nonycrumas
JUIMHA cTpoku oT 8 10 32. Jlns nporokona ayrentudukanuu SHA - ot 8 no
40. pazpemens! Toapko ASCII cumBosst ¢ 33 o 126.

Authentication
Password

ITpoToKOS IPUBATHOCTH

None: OtcyTcTBHE IPOTOKOIIA TPUBATHOCTU

DES: ®nar, yka3bIBaroluii Ha HCIOIb30BAHUE MOJIB30BATENEM NIPOTOKOIA
ayrentu¢ukanuu DES.

Privacy Protocol

Privacy [Tapose nmpuBatHOCTH. JlonycTHMAas JJIMHA CTPOKH OT 8 10 32, pa3pereHbl
Password tonbko ASCII cumBonsl ¢ 33 o 126.

5.1.7.4. SNMP rpynnbl

Hacrpoiika Tabmuiel rpynn SNMPv3. KiroueBsie HHIEKCH — MOJI€NTb O€30MaCHOCTH U UMST
0€30IacCHOCTH.
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SNMPv3 Groups Configuration

Delete | Security Model | Security Name | Group Name
| vl public default_ro_group
F] vl private default_rw_group
| V2L public default_ro_group
4 VZ2C private default_rw_group
| LISm default_user default_rw_group
[ Addnewgroup | [Save|[Reset]

Puc. SNMP rpynmst

B Ta6JII/ILI€ OIIMCaHbl OCHOBHBIC ITOJIA:

ITouie Onucanne
Delete Uto0b! yanuTh 3amuch, NOCTaBbTe rajouky. OHa Oyaer ynaneHa mocie
CJICAYIOIIETO COXPaHEHMUS.
Mozenps 6€301aCHOCTH.
Security v1: 3ape3epBupoBano st SNMPv1
Model v2c: 3apezepBupoBano 1t SNMPv2c
usm: Mojenp 6e30macHOCTH Ha ocHOBE mosb3oBarenst (USM)
. Nms GezomacHocTH.
Security
Jonyctumast nmunaa ctpoku ot 1 10 32, paspermiensl Tonbko ASCII cumBoIIbI €
Name
33 no 126.
WM rpynmsl.
Group Name | lonmyctumas juinHa cTpoku ot 1 1o 32, paspemensl Toiabko ASCII cuMmBoOIIBI ©
33 o 126.

5.1.7.5. Tabnuua npocmoTtpa SNMP

Hacrpoiika Tabnuubl mpocmotpoB SNMPv3. KiroueBbie unaekcsl — uMs npocmotpa u OID

rnojajaepena
SNMPv3 Views Configuration

Delete | View Name | View Type | OID Subtree
] default_view | included 1

| Addnew view | [Save][Reset |

Puc. Tabauua npocmotpa SNMP
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B Ta6J'II/IH€ OITMCaHbl OCHOBHBIC ITOJIA:

Iouie Onucanue

Delete YtoObl yaIuTh 3aMUCh, TOCTAaBbTE Tajouky. OHa OyJeT yaajieHa mocie
CJICIYIOIIETO COXPaHEHHUS.

. Nms nmpocmortpa.

View

Name Honyctumast nmuHa ctpoku ot 1 1o 32, pazpemiens Tojbko ASCII cumBouibl ¢ 33
no 126.
Tun npocMoTtpa.
Included: ®nar, mokaspIBarOMIKH, YTO TPOCMATPUBAEMOE TIOJIEPEBO JOJKHO OBITH
BKJIFOUEHO

View Excluded: ®mnar, moka3pIBaronuii, 4To MPOCMaTPUBAEMOE TIOICPEBO TOJKHO

Type OBbITh UCKITIOYEHO
B o6mem, ecniu 3naduenne view type — excluded, To momkHO cyliecTBOBaTh eimé
OJIHO 3HaYCHHUE MPOCMOTpa, 4ei TuIl - included, u koTopoe sBsieTcs 6osee
00IIMM, YeEM TaHHOE.

oID OID, onpenensoomuii KOpeHb MOAIEPEBa, J00ABISIEMbIH K JAHHOMY IPOCMOTDY.

Subtree Honycrumas ymHa OID ot 1 mo 128, pa3periens ToIbK0 TUGPHI HITH 3BE3T0UKH
().

5.1.7.6. SNMP-Accesses

Hactpoiika tabmuuber SNMPv3 Acesses. KitoueBbie MHAEKCHI — HMSI TPYIIBI, MOJEINb
0€30MacHOCTH W YPOBEHB O€30TMaCHOCTH.

SNMPv3 Accesses Configuration

Delete | Group Name | Security Model | Security Level | Read View Name | Write View Name
] default_ro_group any MNoAuth, NoPriv default_view Maone v
[F default_rw_group any NoAuth, NoPriv default_view default_view »
[ Addnew access | [Save ][ Reset |

Puc. SNMP-Accesses

B Ta6J'II/II_IC OIIMCaHbl OCHOBHBIC ITOJIA:

IToge Onucanmne

Delete YToOB! yaIUTh 3aIHCh, TIOCTAaBbTE Taouky. OHa OyJeT yaajieHa mocie
CJICYIOIIETO COXPAHEHHSL.

Group Wmst TpyrmeL.
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Name Honyctumast nnuHa ctpoku ot 1 1o 32, paspemensl Toapko ASCII cumBoIIBI ©
33 no 126.
Monens Ge30macHOCTH.
Securit Any: Jlonmyctuma mro0ast Mojienb 6e3omacHocTH (v1|v2ce|usm)
y v1: 3apesepBupoBano g SNMPv1
Model )
v2c: 3apesepBupoBano it SNMPv2c
usm: Mopenb 6e30MacHOCTH Ha OCHOBE MoJjib3oBaress (USM)
Monenb 6€30MacHOCTH.
Security NoAuth, NoPriv: OtcyTcTBUE ayTeHTH(PHUKAIUU U IPUBATHOCTU
Level Auth, NoPriv: AyreHTuukanus 1 OTCyTCTBUE IPUBATHOCTH
Auth, Priv: AyrenTuduxaius u npuBaTHOCTb
Read View Nmsa MIB view, onpenensitoniee MIB 00beKTHI, 111 KOTOPBIX MOYKHO 3aIPOCHTh
Name TeKyiue 3HaueHus. Jlomyctumas niiuHa cTpoku oT 1 110 32, pa3peiieHbl TOJIbKO
ASCII cumBomsl ¢ 33 mo 126.
. . Hwms MIB view, onpezaensitoriiee MIB 00BeKTHI, 17151 KOTOPBIX MOKHO
Write View
YCTAHOBMUTD HoBbIe 3HaueHus1. JlonycTumas JuinHa cTpoku oT 1 1o 32,
Name
paspemiensl Toabk0 ASCII cumBodst ¢ 33 1o 126.

5.1.8. MNpuopuTtesauunsa Tpadunka

5.1.8.1. HacTpouka noptoB

Hactpoiikn QoS 1151 KasKaoro nopra.

OpeliMbl MOKHO KiaccupuuupoBath Ha 4 QoS kiacca npuopurTeTa: HU3KUN, HOPMaJIbHBIN,
CpeIHMH W BBICOKMH. YmpaBisaTh kiaccudukanueit MoxHo c¢ nomoubio QCL, Ha3Haue€HHOTO
KaKJIOMY IIOPTY.

QCL cocTouT U3 ynopsiJou€HHOr0 CIucka, coaepxamero 10 12 QCE.

Kaxnprit QCE MoHO Bconb30BaTh ist Kiaccudukauu GpperiMoB Ha omnpeneneHHbie QoS

KJIaCCHlI.

Ora kiaccupukanusg MOXKeT ObITh OCHOBaHAa Ha Takux mapamerpax, kak VLAN ID,
UDP/TCP nopr, IPv4/IPv6 DSCP wnu Tag Priority.

Opeiimbl, He noaxoasmme Hu K ogHoMy QCE, umeroT QoS kiacc, Ha3HauYeHHbIN IS TOpTa
10 YMOJIYAHHUIO.

Hacrpoiika QoS nopros
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Port QoS Configuration

| Number of Classes ‘ 4 v |

Ingress Configuration Egress Configuration

Queue Weighted
Low | Normal | Medium | High

Port | Default Class | QCL # | Tag Priority | Queuing Mode

Low Strict Priority
Strict Priarity
Strict Priarity
Strict Priarity

b

Low A
L

W

Strict Priority
w

w

w

b

b

High
Low
Low
Strict Priority
Strict Priority
Strict Priority
Strict Priority
Strict Priority

Low
Low

Low

L e O T T o I R

Low

ST 0 0 0 0 ] 3
| | | | S S S S =T
L 0 o S 5
D oo D|l|lo||D||D||D||D||D
0 s o

=
(=]

Law

Puc. Hacrpoiika QoS noptos

B Ta6JII/ILI€ OIIMCaHbl OCHOBHBIC ITOJIA:

Ioge Onucanmne

Port st kaxaoro nmopta npuatHoit VLAN ecThb mose.

Hactpoiika QoS kitacca mo yMoma4aHuIo 1j1d mopta, T.e. QoS kitacca mist
Default Class vp Q Y p Q
¢dpeiimoB, He noaxoasmux HU K ogHOMY QCE B QCL.

QCL# Bri6epute QCL, kxoTOpHIi OYIeT NCTIOJIB30BATHCS ISl YKa3aHHOTO MTOpTa

Bri6epute npuopuTeT TEra o yMoJI4aHUIo AJIs YKa3aHHOTO 1OpTa MpH

Tag Priority .
no0aBJIeHUH Tera K HETETMPOBaHHBIM (ppeiimam.
Queuing
Mode Bri6epute pexum ouepean s yKa3aHHOTO opTa
Queue HacTtpoiika B3Bemennoit ouepeau (Huzkas, Hopmanenas, Cpennss, Beicokast)

Weighted npu 3HaueHnu Queuing Mode — Weighted.

5.1.8.2. Cnucok ynpaBneHunsa QoS
Cnucok QCE s onpenenennoro QCL

Kanpsl moxHO knaccuduimpoBath Ha 4 QoS mpuopuTeTa: HU3KUI, HOPMaTbHBINA, CPETHUN
U BBICOKHH.
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VYnpaBiate kiaccuukanueil MOKHO ¢ IOMOIIbI0 QOS Ha KaXKA0M MOPTY.
QCL cocTouT U3 ynopsiioueHHoro cnucka, coaepxaiiero 1o 12 QCE.

Kaxnpiii QCE M0XHO MCTIONB30BaTh s Kiaccudukanmu GpeiMoB Ha onpesesieHHbie QoS
KJIACCHI.

Ora xinaccupuKanuss MOXKeT OBITh OCHOBaHAa Ha TakuX mapaMmerpax, kak VLAN ID,
UDP/TCP noprt, IPv4/IPv6 DSCP nmu Tag Priority.

@peliMbl, He noaxonaue HU K oaHoMy QCE, umeror QoS kiacc, Ha3HAYEHHBIH IO
YMOJIYaHMIO IS [IOpTa.

QoS Control List Configuration

locL# (1 v/

QCE Type | Type Value | Traffic Class |
TCP/UDP Port 80 High

Puc. Cnucox QCE nns onpenenennoro QCL

B Ta6J'II/IH€ OIIMCaHBbl OCHOBHBIC ITOJIA:

IToae Onucanune

Bri6epute QCL, uTo6b1 MoKazath Tabmuiry co Bcemu QCE st

QCL# ykazanHoro QCL.

Omnpenensier none ¢peiima, koropoe QCE paccmarpuBaer ams
onpeneneHust QoS kiacca dpeiima.

Tumnsr QCE:

Ethernet: mone Tuna Ethernet. Eciiu dpeiim terupoBanusiii, Ethernet Type
CJIEIyeT 3a 3aroJIOBKOM Tera.

VLAN ID: [Ipumensiercst Tonbko eciu ppeiim umeer VLAN rer.
TCP/UDP Port: IPv4 TCP/UDP nopt oTnpaBuTeNs UIU MOJIydaTess.
DSCP: IPv4 u [Pv6 DSCP

ToS: IIpuoputer pazmepHocTbio 3 6uT B ToS Gaiire 3aronoska IPv4/IPv6
(mone DS)

Tag Priority: Ilpuopurer nosnb3osarens. [lpumensiercst TONbKO eciu
¢peiim nmeet Ter VLAN unu npuopurera.

QCE Type
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3nauenue cormiacHo ero QCE tumy.

Ethernet Type: 3snauenue Ethernet Type

VLAN ID: VLAN ID

TCP/UDP Port: nnanazon noptoB nporokoios TCP umu UDP
DSCP: 3nauenue [Pv4/IPv6 DSCP

Type Value

Traffic Class QoS knacc, cBsazannbiii ¢ QCE

MosxHo HacTpouTh B Tabnuie Kaxapiii QCE, ucmonb3ys KHONKH:
: BecraButh HOBBINM QCE nepen Tekyiieit cTpokoi

: Ismenuts QCE

: [lepememienne QCE BBepX 1O CIUCKY

: [lepemenienue QCE BHU3 110 criucky

: Yaanuts QCE

: Hiwxuuit mmroc 106aBIisieT HOBYIO 3anuch B KoHile crincka QCL

Modification
Buttons

5.1.8.3. NpepnorBpaweHue WTOPMOB

Hacrpoiika ¢pyHKIIMM peAOTBPAICHUS IITOPMOB.

Storm Control Configuration

Frame Type | Status | Rate (pps)
Unicast ] 1 v
Multicast FI 1 v
Broadcast ] 1 w

[Saue ] [ Reset ]
Puc. [IpenorBpaienre mTopMoB

OrpaHuuyeHue  KOJMYECTBAa  MAaKeTOB B  OJHOAAPECHBIX,  MHOTOAJIPECHBIX U
MIMPOKOBEIIATENHBIX ITOpMax. OHM BIUSIOT TOJBKO Ha IITOPMOBBIE KaJpbl, TO €CTh TE, Y
koTopbix (VLAN ID, DMAC) napa He oto6paxena B Tabnuue MAC aapecos.

Cxopoctb paBHa 2n, rae n <15, unu No Limit. Eqununieir ckopocti MOXXeT ObITh THOO pps
(makeTel B CeKyHAy), Ju00 kpps (kmiiomakeTsl B CEKyHOy). MOKHO HAacTpOUTh CKOpPOCTh
OJHOAQJPECHON, MHOTOAIPECHOM U IIMPOKOBEUIATEIbHOW IMepelayd MaKeTOB OTAENIBbHO.
(ITpumeuanue: @peiimbl, mnepemnannsle Ha CPU  kxommyraropa, Bceraa OrpaHHuYeHb
npubnau3uTensbHo 10 4 kpps. Hanpumep, mmpoxosemartenbHas nepenaya B ynpasienun VLAN
OrpaHHMu€Ha J0 3TOro ypoBHs. Ynpasisiomyo VLAN M0XHO HACTpOUTh Ha CTPaHULIE HACTPOEK
IP).
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B Ta6J'II/IH€ OITMCaHbl OCHOBHBIC ITOJIA:

Iouie Onucanue

Frame . : -

Type Hactpoiiku ykazaHHOTO THIIa KaapoB: unicast, multicast nim broadcast.

Status BxitounTh WM OTKJIIOUUTH TPEIOTBPALCHHE IITOPMa JUIsl YKa3aHHOTO THIIa
KaJpoB
Ennnuna ckopoctu — naketoB B cekyHy (pps). Hactpouts ckopocts kak: 1, 2, 4, 8,
16, 32, 64, 128, 256, 512, 1K, 2K, 4K, 8K, 16K, 32K, 64K, 128K, 256K, 512K wunu

Rate
1024K.
1 kpps = 1002.1 pps

5.1.8.4. Wizard

Wizard no3Bonsier ObicTpo HacTpouTh QCL.

Welcome to the QCL Configuration Wizard!

Please select an action:

0 Set up IP Cam High Performance

Increase IP Cam performance.

) Set up Port Policies

Group ports into several types according to different QCL policies.

O Set up Typical Network Application Rules
Set up the specific QCL for different typical network application quality contral.

O Set up ToS Precedence Mapping

Set up the traffic class mapping to the precedence part of ToS (3 bits) when receiving IPv4/IPvo packets.

O Set up VLAN Tag Priority Mapping
Set up the traffic class mapping to the user priority value (3 bits) when receiving VLAN tagged packets.

To continue, click Next.

Puc. Wizard

B Ta6J'II/II_IC OIIMCaHbl OCHOBHBIC IT10JIA:

ITose

Onucanue

Set up Port Policies CrpynmnupoBats TopThI 110 TumaM cornacHo QCL monutuxe.
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Application Rules

Set up Typical Network

VYkazats onpeaenéuubiii QCL 171 KOHTPOJIA KayecTBa
CTaHJIAPTHBIX CETEH.

Set up ToS Precedence
Mapping

VYkazaTh KJ1acc nepejadr JaHHbIX, COOTBETCTBYIOIIUI OO
npuoputera ToS (3 Outa) npu noxydenun [Pv4/IPv6 makeros.

Set up VLAN tag
Priority Mapping

VYKazaTh KJIacc NepeJadn JaHHbIX, COOTBETCTBYIOIUI IPHOPUTETY
noJsib3oBarens (3 Oura) npu noiaydeHuu nakeroB ¢ VLAN Terom.

5.1.9. IGMP

5.1.9.1. IGMP Snooping

Hactpoiika IGMP Snooping.

IGMP Snooping Configuration

Global Configuration

Snooping Enabled
Unregistered IPMC Flooding enabled []

O

VLAN ID | Snooping Enabled | IGMP Querier

1

O

Port Related Configuration

Port | Router Port | Fast Leave

L B o N B N B

OOO0OnO

O
O
O
Cl
O

Puc. Uatepdeiic IGMP Snooping

B Tabnuie onucadnbl OCHOBHEBIE MOJIS:

IMoge Onucanue
Snooping .
Enabled Bxmounts IGMP Snooping

Unregistered
IPMC Flooding

BxirounTs nepenady HezapeructpupoBaHHbeix [PMC
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enabled

VLAN ID

Wnentudpukatop VLAN

IGMP Snooping
enabled

Bxutounts IGMP Snooping st VLAN

IGMP Querier

Bxutounts IGMP Querier Bo VLAN. Querier OyaeT oTnpaBiisiTh 3apOCHI,
ecnu B TeueHue 255 cekynn nocie BriaoueHuss IGMP Querier coobmenue
He noctynut. MaTepBan kaxmoro Querier — 125 cekyHa, OH MEpECTaHET
nericrBoBath kak IGMP Querier, ecniu mosryaut Querier oT Ipyrux
YCTPOMCTB.

Router Port

Ha3naubTe nopThl Kak mopTel Mapuipyrusaropa. [loprom mapuipyruzaropa
sBisieTcst mopT Ethernet kommyTaTopa, KOTOPBIH BEIET K YCTPOUCTBY 3
YPOBHS, OIEPKUBAIOIIEMY TPYNIOBYIO pacchuUiky min kK IGMP Querier.
Ecnu nopt, y4acTByroIui B arperaiuu, onpeaesaeH Kak nopT
MapIIpyTHU3aTopa, BCs arperanus Oyaet paboTaTh Kak MOpT
MapIIpyTH3aTopa.

Fast Leave

BxnrouuTts Ha nopTy (I)YHKI_II/IIO 6BICTpOFO OTKJIFOYCHMUA

5.1.9.2. CoctosiHue IGMP Snooping

Auto-refresh [] (Clear)
IGMP Snooping Status

Statistics

VLAN | Querier
ID Status

Querier | Querier | V1 Reports | V2 Reports | V3 Reports | V2 Leave
Transmit | Receive | Receive Receive Receive Receive

1 IDLE

0 0 0 0 0 0

IGMP Groups

Port Members

VLAN ID | Groups [1]|2]3]4[5]6]7[8]9]10[11[12[13]14[15[16[17[18[19]|20]|21]|22]|23]|24]|25]|26(|27|28

No IGMP agroups

Router Port

Port | Status

G B W N

Puc. Cocrosinue IGMP Snooping
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B Ta6J'II/IH€ OITMCaHbl OCHOBHBIC ITOJIA:

IoJe Onucanue
VLAN ID Wnentuduxatop VLAN
Groups IGMP rpymnma. MakcumanbHOE KOJUYECTBO — 128 rpynim A Kaxa0u

VLAN

Port Members

[TopThl, KOTOpPBIE YUACTHBYIOT B IPYIIIE

Querier Status

Cratyc Querier — Active wu ldle

Querier Transmit

KomnuecTBo nepenannbix Querier

Querier Receive

KonnuectBo nomyuyennsix Querier

V1 Reports

. KOJ‘II/I‘IGCTBO HOJ'Iy‘ICHHBIX Vl OTUYCTOB
Receive
V2 Reports

. p KOJ‘II/I‘IGCTBO HOJ'Iy‘ICHHBIX V2 OTUYCTOB
Receive
V3 Reports

. KOJ‘II/I‘IGCTBO HOJ'Iy‘ICHHBIX V3 OTUYCTOB
Receive

V2 Leave Receive

KonunuecTBo nomyueHHbIX V2 OTKIIOUEHUN

Refresh

Haxwmure, 4T06b61 0OHOBUTH CTPAHUILY

Clear

OYHCTUTH BCE CUETUUKHU

Auto-refresh

ITocTaBbTe ranouky, 4T00bI BKIIOUUTH ABTOMATHYECKOE OOHOBJIEHUE
CTPAHMIIBI.

5.1.10. Be3onacHocCTb

5.1.10.1. ACL

Hacrtpoiika ACL mnapamerpoB (ACE) kaxjgoro mopra KOMMyTaropa. OTH MapaMeTpbl
BIIUSIIOT Ha (peliMbl, MOJTydeHHbIE Ha TIOPTY, Moka (peiim He coBnazeT ¢ ACE.
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ACL Ports Configuration

[ Refresh | [ Clear |

Port | Policy ID | Action | Rate Limiter ID | Port Copy | Logging | Shutdown | Counter
1 1 il ’Permlt_v Disabled v Disabled ¥ | |Disabled v Disabled v | 0
2 |1 (| _Egl’_lj1lt v »_Q[sabled v __vasabled ¥ | | Disabled v Disabled v 0
3 1 M| ’Permlt_\; Disabled v Disabled ¥ | |Disabled v Disabled ¥ | 0
4 1 (| .,E’,eﬂ“it v '__E_)_i_sabled v '_Q'i_sabled ¥ | |Disabled v Disabled v 0
5 1 ¥l 'Permi_t_v Disabled v Disabled ¥ | |Disabled v Disabled | 0
6 1w [Permit (V] .Ri.sabled v | |Disabled ¥ Disabled v Disabled v 0
7 il 'Permlt_v Disabled v Disabled ¥ | |Disabled v Disabled | 0
8 |1 | _E_e£n1|t v Disabled v Disabled ¥ | |Disabled v Disabled v 0
Q v 'Permlt_: Disabled v Disabled ¥ | |Disabled v Disabled | 0
10 |1 i ”P'e‘r_mlt v Disabled v Disabled ¥ | |Disabled v Disabled ¥ 0
Puc. ACL
B Tabimie onucadbl OCHOBHBIE HOJI:
ITone Onuncanue
Port Howmep nactpauBaemoro nopt
Policv 1D Bri6epute nnentudukarop moiuTuky nopra. Jomyctumsie 3HadeHus ot 1 go 8.
y 3HaveHHe 1Mo yMoI4aHuto — 1.
Action Pazpemmuts (Permit) unu 3anpetuts (Deny) nepenauy nanusix. [lo ymomuanuto
— Permit.
Rate Bri6epuTe, Kakoe OrpaHUYCHHE CKOPOCTH IPUMEHUTH K YKa3aHHOMY TIOPTY.
Limiter ID Honyctumbie 3Hadenust — ot 1 10 15, wiu Disabled. TTo ymomganuto — Disabled.
Port Co Bri6epute, Ha Kakoii MOPT KONUPOBATh AaHHbIE. JloycTHMbIE 3HAUEHUS —
Py Disabled unu ykazanHbiii HoMepa nopra. [To ymonuanuto — Disabled.
Ornpenenure craTyc BEACHUS KypHaa Jisl YKa3aHHOTO TopTa.
Enabled: ®peiiMbl, OIy4YeHHBIE Yepe3 MOPT, XPAHATCSA B )KypHaJIe COOBITHMA.
Logging Disabled: ®peiimbl, noayyeHHbIE YepE3 MOPT, HE BHOCATCS B JKypHalI COOBITUH.
[To ymomuanuto — Disabled. OGpatuTte BHUMaHKE, 4TO 00BEM NMaMATH KypHaja
COOBITUI U CKOPOCTD €r0 3aNOJIHEHUSI OTPAHUYCHBI.
VYkaxute pexxuM paboThl opTa.
Enabled: ITopt, uepe3 koTopslii osydeH (ppeiiM, OyIeT OTKITFOUEH.
Shutdown .
Disabled: ®yHkiust oTKIIIOYEHA.
[To ymomuanmto — Disabled.
Counter Onpenenser koauuecTBO GpeitMoB, COOTBETCTBYIOMMX ykazanHoMy ACE.
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5.1.10.2. 802.1x

Hactpoiika ayTeHTHQUKAIIMU aJMHHHCTpPATOpa MPU aBTOPU3AIMH HA YCTPOWCTBE Yepes
Telnet, SSH nnu uaTepHET.

Client Configuration

Client | Authentication Method | Fallback
telnet |local »
ssh local \:;
web local ¥
console | local v

Common Server Configuration

Timeout 15 7.seconds
Dead Time | 300 |seconds

RADIUS Authentication Server Configuration

# | Enabled | IP Address | Port | Secret
1 [
2 [
3 0O
4 [
5 [

RADIUS Accounting Server Configuration

# | Enabled | IP Address | Port | Secret
1 [
2 [
3 0O
4 [
5 [

Hacrpoiika kjiueHTa
B tabnuiie comepkuTes OMH PST AT KXKAOTO KITUEHTa U HECKOJIBKO CTONOIIOB:

IToae Onucanune

Client KinnenT, HacTpoHKH KOTOPOro NMPEACTABIEHBI HUXKE

Meton ayreHTHhUKALINN.
None: ayreHTH(UKALUSA OTKIIOYEHA U BXOJ] B CUCTEMY HEBO3MOKEH.
Local: ayrentudukanms yepe3 JoKanbHyI0 0a3y TaHHBIX

Authentication
Method
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Radius: ayrentudukanus uepe3 ynanennbiii Radius cepsep
Tacacs+: ayrentuduxanus uepes ynanennsii TACACS+ cepsep

[TocTaBbTe ranouky, 4ToObl BKIHOUNTS GyHKIHI0 Fallback ns nokanpHOM
ayreHTUGUKaUU. ECITu HU OJMH U3 HACTPOSHHBIX CEPBEPOB

Fallback ayTeHTU(UKALUY HE OTBEYAET, UCIIOIB3YETCs JIOKanbHas 0a3a JaHHbBIX.
DT0 BO3MOKHO TOJIBKO eciau Authentication Method nmeeT 3nauenue,
oTH4YHOE OT none u local.

Save Haxwmure, 4T00bI COXpaHUTh HACTPONKHU

Haxwmure, 4T00bI COPOCHUTH MOCIICTHIE U3MEHEHUS U BEPHYTH MPEIbITYIUE

Reset N
HaCTPOHUKH

OO0uue HACTPOHKH cepBepoOB

OTH HACTPOMKH SBISIOTCS OOLIMMH JJIsi BCEX CEPBEPOB ayTCHTU(UKAIIIH

Ioge Onucanmne

Bpewmsi, B TeueHre KOTOPOro 0KMAAETCSA OTBET € cepBepa — oT 3 10 3600
cexyHJl. Ecniu cepBep He OTBEYaeT B TEUEHUE YKa3aHHOIO BPEMEHHU,
BO3MO’KHO OH HaXOJMUTCS B HEPAOOUYEM COCTOSTHUHU, YCTPONCTBO MPOIAOIIKUT
paboTy ¢ IPYyruM CepBEpOM (ECITH TAKHUE ECTh).

Timeout RADIUS cepsepa ucnonsszytor UDP npoTokos, HEHaeKHBIi 110 CYTH.
YroObl MpeI0TBPaTUTh MOTEPIO GpeiiMOB, HHTEPBAJ, B TEYEHUE KOTOPOTO
O’KHUJIaeTCsl OTBET, pa3/iesieH Ha 3 yacTu OJMHAKOBOro pasmepa. Eciu no
OKOHYaHUH YaCTH HE MOJIyYeH OTBET, 3aIpOC OTIPABIISETCS CHOBA. AJITOPUTM
MO3BOJISIET OTNPABIATH 3anpockl Radius cepBepy 110 3 pa3 10 Toro, Kak oH
OyZeT cuuTaTbcsi HepabouMM.

Dead Time — neprox ot 0 10 3600 cexyH/I, B TE4EHUE KOTOPOTO KOMMYTATOP
He OyJIeT OTIPABJIATH HOBBIE 3aIIPOCHI Ha CEPBEP, OT KOTOPOTO HE YAAI0Ch
Dead Ti MOJYYUTh OTBETHT Ha MPEABIIYIININ 3apoc. ITO MPETOXPAHUT CEPBEP OT

cad time MOCTOSTHHBIX 3aIPOCOB CO CTOPOHBI KOMMYTAaTOPOB.

YroObl BKIIIOYUTH (DYHKIMIO, yKaxkuTe 3HaueHne Dead Time 6onbiie 0, HO

TOJIBKO €CJIN CCPBECPOB YKA3AHO 60J'IBH_IC, 49EM OIHMH.

Hacrpoiika Radius cepBepa

ITose Onucanue

# Howmep Radius cepBepa, HacTpoiKH KOTOPOTO MPEICTaBICHBI HUXKE
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Enable [ocraBbTe ranouky, yToOsl BKIOYHTH Radius cepBep

[TocraBpTe Tamouky, uToOs! BKIIOUHTH fallback mis mokanpHON ayTeHTH(D UK.
Ecnu HU 07MH U3 HACTPOCHHBIX CEPBEPOB ayTEHTH(UKAIIMK HE OTBEYACT,

IP Address UCTIONB3YETCs JIOKaIbHast 0a3a TaHHBIX.

OT0 BO3MOKHO TONBKO ecau Authentication Method nMeer 3HaueHue, OTIIMYHOE OT
none u local.

UDP mnopt, ucrione3ytomuiics Radius cepsepom. Ecnu 3nagenne — 0, Oynet

Port HCIIOIb30BaH MOpT Mo ymomyanuto (1812).

CekpeTHBIN K04, COBMECTHO UCTIONB3yeMbIii Radius cepBepom ayTeHTHUKAITNH U

Secret
BCeMH KoMMyTaTtopamu. Ero anmuHa MoxkeT ObITh 10 29 3HaKOB.

5.1.11. OnoBeLlleHuUA.
5.1.11.1. OnoBeLweHue o cboe

[Tpy BO3HUKHOBEHHH JFOOBIX COOCB HA MAaHEIHM KOMMYTATOPa 3arOPUTCS HHAUKATOP cOO0S U
Ha peJie B TO ke Bpemsi Oy/eT MmojiaH CUTHaJ.

Fault Alarm

Power Failure
CIPWR 1 CIPWR 2

Port Link Down/Broken

Port |Active

OIO(N|O(U|H[W|N|~=

e Y s

Puc. Onosemenue o cboe
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B Ta6J'II/IH€ OITMCaHbl OCHOBHBIC ITOJIA:

Iouie Onucanue

Power Failure Otmerbre PWRI1 nnu PWR2 11 MOHUTOpHHIA IUTAHUSA
Port Link OtMeThTe OPTHI € 1 110 8 1711 MOHUTOPUHTA
Down/Broken

Apply Haxxmurte Apply, 4ToObI IPUMEHUTH HACTPOUKH

Help IToka3zaTe cpaBKy

5.1.11.2. CucteMHble cobbITUA

SYSLOG - 310 poTOKOI TIepeiaun yBeIOMIICHHA O COOBITUSX Yepe3 CETh.

O6patutech k RFC 3164 — IIpotokon BSD SYSLOG

Syslog Server

IP Address | [0.0.0.0

[Save ] [ Reset ]

Puc. Cucremusbie cOOBITHSA

B Ta6J'II/II_Ie OIIMCaHbl OCHOBHBIC ITOJIA:

IHone Onucanne

IP Address IP anpec ynanennoro SYSLOG cepsepa

Apply Haxxmute Apply, 4T00BI IPUMEHUTH HACTPOIKH
Help [Toka3ate crpaBKy

5.1.12. MOHUTOPUHI N AMArHOCTUKA
5.1.12.1. Tabnuuya MAC apgpecosB

Hacrpoiika Tabnuuet MAC aznpecoB. YCTaHOBUTE MHTEPBAJIbl XpPaHEHHs B TUHAMUYECKON
TabnuIe U HACTpOiTe cTaTudeckyro Tadbmmiy MAC anpecos.
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MAC Address Table Configuration

Aging Configuration

Disable Automatic Aging |[ ]

Age Time 200 seconds

MAC Table Learning

Port Members
1/2[3]4a|s5]e]|7[8]9][10[11]12

LI CENONORONONONORONONORONONO)
Disable O O OO OCOOOOO OO
Seawre O O QO QO O0Q0000 00

Static MAC Table Configuration

Port Members
Delete | VLAN ID | MAC Address |1|2|3]4]5]6]7]8[9[10[11]12

[ Add new static entry ]

[Saue ] [ Reset ]

Puc. Tabmmma MAC aapecos
Ilepuon crapennss MAC agpecoB B Tabauie

[To ymomyanuto, nuHamuueckue 3anucu ygaustorcs u3 MAC tabmuibl yepe3 300 cexkyH.
Jpyrumu cioBaMu, 3allMCH YCTapeBalOT B TaONIHIIE.

BBenute 3HadeHHe B CCKyHIaX, YTOOBI HAaCTPOUTh IICPpHUOJ CTAPCHHUA. HaHpHMep, Age

time CEKYH]I.
Honyctumble 3Hauenusd - ot 10 1o 1000000 cexyna.

[TocraBpTe ramouky Ha Disable automatic aging, 4TOOBI OTKIIOYUTH aBTOMAaTHYECKOE

CTapCHUEC TUHAMHUYCCKHUX 3ammncen.
3anosnenune Tadauubl MAC aapecos

Ecnn pexum 3anoMuHaHUs JUIs YKa3aHHOTO IOPTa BBIJENIEH CEPBIM I[BETOM, 3TOT PEKUM
KOHTPOJIUPYETCS IPYTHMM MOJyJIEM, MTO3TOMY I0JIb30BaTeNb HE MOXKET €ro u3MeHuTh. [Ipumep
Takoro Monyis — Ayrenrudukanus Ha ocnoBe MAC Himke 802.1x
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MAC Table Learning

Port Members
1[2[3[a[5[e[7z[8]9[10][11]12[13[14[15[16]17]18[19]20[21][22][23]24][25[26[27]28
I CENONONONORONONONORONONONONONONONORONONONONONONONONRONONONO)
Disable O O O O O

ONONGNS)

8 6 66

N NN D A A O
Y'EY ) €) ) € E) . €) &) ) ) ®)
) \ L/ ) O & &S

OQOOQCOOOO0O0O0OOO

LN

Secure )

Puc. 3anonunenue tadnuist MAC aapecoB

B Ta6J'II/IH€ OITMCaHbl OCHOBHBIC ITOJIA:

Iose Onucanue

Auto ABTOMaTHueckoe 00yueHUe HAYHETCs KaK TOJIbKO OyIeT MoJiyueH Kajip ¢
HeusBecTHBIM MAC agpecom OTIpaBUTES.

Disable 3arnosHeHHEe TaOIMIIbI HE IIPOU3BOIUTCS

VYuursiBatorces Tosbko ctatnueckue MAC 3amnucu, ocTajibHble (PpeiiMbl
orOpacsiBatorcs. [Ipumeuanue: Yoeaurecs, YTO yCTPOMCTBO, HCHOIb3YIOLIEECs
JUTSI YIIPABIICHUSI KOMMYTATOPOM, JJOOABJICHO B TabmuIy ctatmueckux MAC
a/IpecoB J10 U3MEHEHUI B peskuMe 00ydeHUsl, hHaue OH Oy/eT MOTepPSH U MOKET
OBITH BOCCTAHOBJIEH TOJIBKO C IIOMOIIBIO IPYroro (HE3aluILEeHHOr0) opTa Win
IpY NOJKIIOYEHUH K KOMMYTAaTOpPy uepe3 Mocie1oBaTeabHblil uHTepdeiic.

Secure

Tadauua crarmueckux MAC agpecos

B aT0ii Tabnuie nmokazan crnucok craruaeckux MAC aapecos. Tabnuia ctatudeckux MAC
aZpecoB MOXKET cozepkKaTh 64 3amucHy.

B tabmune MAC anpecos B niepByto ouepens oroopaken VLAN ID, zatem MAC anpeca.

IToute Onucanue

Delete YroObl y1auTh 3alKCh, TOCTaBbTE Taouky. OHa OyzaeT ynaneHa
MOCJIE CIIEIYIOMIETO COXPaHEHUSI.

VLAN ID Beeaute VLAN ID

MAC Address Beenute MAC anpec

Port Members CBs13aHHBIE TOPTHI.

Haxxmute Add new static entry, 9To0b1 100aBUTH HOBYIO 3aIKCh B
tabmuiy cratuueckux MAC anpecoB. Ykaxure VLAN ID, MAC
aZipec U MopTsl Uit HOBOW 3anucu. Haxxmure Save.

Adding a New Static
Entry

5.1.12.2. CtaTucTtuka nopToB
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5.1.12.2.1. NMpocmoTp cTaTUCTUKN Tpadhuka

[TpocmoTp cTatucTuky 001Iero Tpadruka Ha BceX MOpTax KOMMYTATopa.

Port Statistics Overview
Auto-refresh []

Port Packets Bytes Errors Drops Filtered
Receive | Transmit | Receive | Transmit | Receive | Transmit | Receive | Transmit | Receive

1 0 0 0 0 0 0 0 0 0
2 0 0 0 0 0 0 0 0 0
3 0 0 0 0 0 0 0 0 0
4 0 0 0 0 0 0 0 0 0
5 0 0 0 0 0 0 0 0 0
6 0 0 0 0 0 0 0 0 0
7 0 0 0 0 0 0 0 0 0
8 0 0 0 0 0 0 0 0 0
9 0 0 0 0 0 0 0 0 0
10 0 0 0 0 0 0 0 0 0
11 0 0 0 0 0 0 0 0 0
12 0 0 0 0 0 0 0 0 0
13 0 0 0 0 0 0 0 0 0
14 0 0 0 0 0 0 0 0 0
15 0 0 0 0 0 0 0 0 0
16 0 0 0 0 0 0 0 0 0
17 0 0 0 0 0 0 0 0 0
18 0 0 0 0 0 0 0 0 0
19 0 0 0 0 0 0 0 0 0
20 0 0 0 0 0 0 0 0 0
21 0 0 0 0 0 0 0 0 0
22 0 0 0 0 0 0 0 0 0
23 29900 19581 5833810 3310221 2 0 2 0 20
24 0 0 0 0 0 0 0 0 0
25 0 0 0 0 0 0 0 0 0
26 0 0 0 0 0 0 0 0 0
27 0 0 0 0 0 0 0 0 0
28 0 0 0 0 0 0 0 0 0

Puc. Crartuctuka tpaduka

B Ta6J'II/IH€ OIIMCaHBbl OCHOBHBIC ITOJIA:

IToute Onucanne

Ports Howmep nopra

Packets KonnuecTBo NosydeHHBIX U OTIIPABICHHBIX TAKETOB HA KaXKJIOM IIOPTY

Bytes KonngecTBO MoMy4yeHHBIX U OTIPABIECHHBIX 0alTOB Ha KaX10M MOPTY

Errors KonnuecTtBo ppeiimoB, monyuuBmux cooOuieHne 06 omuoke, U KOINIeCTBO
HE3aBEPIICHHBIX Tepeiad Ha KaKJOM TOPTY

Drops KomnnuectBo ¢gpeiiMoB, OTOPOIIEHHBIX MO MPUYHUHE ITEPETIOTHEHUS BXOIAIINX
VI UCXOISIIUX OUepEeaeH.

Filtered KonnuectBo nonyueHHbIX HpeiiMoB, OTPUIBTPOBAHHBIX B IpOLIECCE Nepeaadn

Auto-

refresh [TocraBbTe rajnouky, YTOOb! BKIIOUYNUTH aBTOMATHYECKOE OOHOBJIEHUE CTPAHUIIBL.
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Refresh OO6HoBNeHHE 3anHcel B )KypHase coObITHii, HaunHag ¢ ID Tekyeii 3anucu

Clear OUUCTUTH BCE CUETUYUKHU 3AITUCEN

5.1.12.2.2. NMoapobHasa ctaTucTUKa

[TonpoGHas cratucTuka Tpaduka Ui BBIOPAHHOIO IOpTa KOMMyTaTopa. Beibepure mopt
KOMMYTaTopa, YTOOBI OJTYYHUTh O HEM JETaJIbHYI0 HHPOPMALIUIO.

[TokazaHHbIe CUETUMKH TIEpeAaHHON MHPOPMALUHU U CYETUYUKHU OMIMOOK SBISIFOTCS OOIIUMU
JUISL TIOJTyYEHHOU M OTIIPABJICHHON MH(pOPMAIHH.

Detailed Port Statistics Port 1
Port 1 || Auto-refresh []

Receive Total Transmit Total
Tx Packets

Tx Octets

Tx Unicast

Tx Multicast

Tx Broadcast

Tx Pause

Receive Size Counters Transmit Size Counters
Tx 64 Bytes

Tx 65-127 Bytes

Tx 128-255 Bytes

Tx 256-511 Bytes

Tx 512-1023 Bytes

Tx 1024-1526 Bytes

Tx 1527- Bytes

Rx Packets
Rx Octets
Rx Unicast
Rx Multicast
Rx Broadcast
Rx Pause

cooooo
(o Rl [ o B Y B |

Rx 64 Bytes

Rx 65-127 Bytes

Rx 128-255 Bytes
Rx 256-511 Bytes
Rx 512-1023 Bytes
Rx 1024-1526 Bytes
Rx 1527- Bytes

cooooooo
Lo R [ e B e N |

Receive Queue Counters | Transmit Queue Counters
Rx Low 0 Tx Low 4]
Rx Normal 0 Tx Normal 0
Rx Medium 0 Tx Medium 0
Rx High 0 Tx High 0
Receive Error Counters Transmit Error Counters
Rx Drops 0 Tx Drops 0]
Rx CRC/Alignment 0 Tx Late/Exc. Coll. o

Rx Undersize
Rx Oversize
Rx Fragments
Rx Jabber

Rx Filtered

ocooooo

Puc. IlogpoGHas cratuctrka

B Ta6J'II/II_Ie OIIMCaHbl OCHOBHBIC ITOJIA:

ITone Onucanne

Rx and Tx

Packets KonndecTBo MorydeHHBIX U OTIPABICHHBIX (KOPPEKTHBIX U OUTHIX) TTAKETOB
Rx and Tx KonnyecTBo nosrydyeHHBIX U OTHPABICHHBIX (KOPPEKTHBIX U OUTHIX) OAHTOB.
Octets B stom xonmmuectBe comepxkarcs FCS, HO HCKITFOYAarOTCSt OMTHI COTIIACOBAHUS.
Rx and Tx KonnuecTBo nomy4eHHbIX U OTIIPABICHHBIX (KOPPEKTHBIX U OUTHIX)

Unicast OJTHOAJPECHBIX MAKETOB

Rx and Tx KonnyecTBo nosyueHHBIX U OTHPABICHHBIX (KOPPEKTHBIX U OUTHIX)
Multicast MHOT'0a/IPECHBIX TAKETOB
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Rx and Tx KoruecTBo Mony4eHHbIX U OTIIPaBIEHHBIX (KOPPEKTHBIX U OUTHIX)

Broadcast HIMPOKOBEIIATEIbHBIX TAKETOB

Ry and Tx KomnuectBo MAC Control ¢ppeiimMoB, MoaydeHHBIX WK OTIIPABIICHHBIX Yepe3

Pause yKa3aHHbII MOPT M UMEIOIUX opcode (Ko orepanun), MpeanrChbIBarOIni
BbInojHeHue oneparuu PAUSE.

Rx Drops KomnnuecTBo oTKI0HEHHBIX (hpeiiMOB K3-3a nepenoiaHeHus Oydepa npuema
WM NIepeiadH.

RX

CRC/Alignment KomuuecTBo dpeiimoB, monydeHHbIX ¢ omuokamu CRC

KomnyecTBo mmakeToB pasMepoOM MEHBIIC MUHUMAJIBHOI'O, TIOJIYYCHHBIX C

Rx Undersize BasmrabiM CRC

KonuuecTBo makeroB pazMepom 00JIbIIe MAKCUMAIIBHOTO, TTOJIYYeHHBIX C

Rx Oversize
BaugaeiM CRC

KomnyecTBo makeToB pa3sMepoOM MEHBIIC MUHUMAJIBHOI'O, TTIOJIYYCHHBIX C

Rx Fragments HenonyctumbiM CRC

KonuuecTBo makeroB pazMepom 00JIbIIe MAKCUMAIIBHOTO, TTOJIYYeHHBIX C

Rx Jabber
HegonyctuMmbiM CRC

Rx Filtered KonnuecTBo nony4yeHHbIX ppeiiMoB, OTHHIBTPOBAHHBIX B MIPOLIECCE
nepenavyn

Tx Drops KonuuecTBO peitMoB, OTKIIOHEHHBIX M3-3a TIEPETPyKEHHOCTH Oydepa
BBLIBOJIA

TX KonnuectBo QpeiiMOB, OTKIIOHEHHBIX U3-3a MTOBTOPSIOUISHCS WU MO3IHEH

Late/Exc.Coll. KOJUTU3UU

5.1.12.3. 3epkanupoBaHue

Hacrpotiika 3epkaimpoBaHus IOPTOB.

UTo0OB! yCTPaHUTh HENOJAAKH B CETH, IaHHbIE MOTYT OBITh CKOIMPOBAHBI (MJIM OTPAXKEHBbI)
Ha 3€pKaJbHBI MOPT, Ha KOTOPOM CHEIHMAJIbHOE YCTPOMCTBO OyAET aHaIW3MPOBATH IMOTOK
JTAHHBIX.

JlaHHBIE 111 KONIMPOBAHUS HA 3€pKAJIbHBIN ITOPT:

Bce kanpel, monydeHHble uepe3 yKa3aHHBIM MOPT (TakkKe M3BECTHO KaK 3€pKalMpOBaHUE
BXOJISILEro Tpaduka)

Bce dpeiiMbl, epeganHbie yepe3 yKa3aHHBINH MOPT (TakKe M3BECTHO KaK 3epKaMpOBaHUE
ucxosmero Tpaduka)
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[TopT, Ha KOTOpBIA OTpPaKEHBI JaHHBIC, HM3BECTCH KaK 3€pKaJbHbIA MOpT. DperMbl
OTPaXKAIOTCSI Ha TIOPTY, Ha KOTOPOM BKIIIOUEHO 3EPKATMPOBAHHE BXOJIAMICTO (rX) IJHOO
ucxosmero (tx) rpaduka. Disabled — OTKIIIOUNUTH 3epKaTMpOBaHHE.

Mirror Configuration

Port to mirror to | Disabled

Port| Mode
Disabled
Disabled
Disabled

W
W
W
Disabled #
W
W
W

L e N R N B

Disabled
Disabled
7 | Disabled

i

Puc. 3epkanupoBanue

B Ta6J'II/II_Ie OIIMCaHbl OCHOBHBIC ITOJIA:

ITose

Onucanmne

Port

Jlornyeckuii NOpT, HACTPOWKU KOTOPOTO MPEICTABICHBI HUKE.

Mode

Bribepute peskuM 3epKalupoBaHusI.

Rx only: [lanHble, moyueHHbIC Yepe3 yKa3aHHbIH OPT, oTpaxarotcs. [lepeianHble
JIAHHBIC HE OTPAXKAIOTCS.

Tx only: JlaHHBIe, OTIpaBICHHbBIE Yepe3 YKa3aHHBIN MOPT, OTpaxaroTcs. [loyueHHbIe
JaHHBIEC HE OTPAXKAIOTCA.

Disabled: Hu nony4yenHble, HU OTHpaBIeHHbBIE TaHHBIC HE OTPAKAFOTCS.

Enabled: 1 nonyuentsbie, U OTIpaBiicHHBIC TaHHBIC OTPAYKAKOTCSL.

[Tpumeuanue: Ha Tom nopry, Kyza 3epKaMpyOTCs JaHHBIE, OHU MTEPEIAI0TCs TOJIBKO
OJIUH Pa3, IOATOMY JIJIsl TAKUX TIOPTOB JOCTYITHBI TOJILKO peskuMbl Disabled u Rx.

5.1.12.4. XXypHan cobbiTnn

HNudopmanus o cOOBITUAX HA KOMMYTATOpeE.
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System Log Information

Auto-refresh [] | Refresh || Clear || |<< |[ << || 22 |[ =] |

Level

All

The total number of entries is 0 for the given level.

Start from ID |1 with [20 | entries per page.

ID | Level | Time | Message

Mo system log entries

Puc. XKypnan cobbiTuit

B Ta6JII/ILI€ OIIMCaHbl OCHOBHBIC ITOJIA:

ITouie Onucanne
ID Nnenrudukarop (>1) 3anucu B )xypHaIe COOBITHIA
VYpoBeHb coObITHs. TUTBI ypOBHEH:
Info: UndopmanrionHbli ypoBEeHb
Level Warning: YpoBeHb ONOBEIICHUS
Error: Yposenb ommOku
All: Bece ypoBHH
Time Bpewms 3anucu B )ypHaie coObITUI
Message MAC anpec koMMmyTaTopa
Refresh OOHoBneHue 3anuceil B xypHaie coObITul, HaunHas ¢ ID Tekyieit 3anucu
Clear O4uCTUTH BCE 3alMCHU B )KypHale COOBITHI
Auto-
refresh [TocTaBbTe ranouky, YT0ObI BKIIOUUTH ABTOMATHYECKOE OOHOBJIEHUE CTPAHHULIBL.
<< Oo6HoBNEHME 3amKceil B xKypHasie coObITHIi, HaunHas ¢ ID nepBoii qoctymHoN
3aMmcu
<< OOHoBIieHHe 3anuceil B xKypHaje coOObITUH, 3aKaHYUBAs MOCIIEAHEN TTOKa3aHHON
3aMMchio
>> OOHOBNIEHHE 3aMKCe B )KypHalle COOBITHIA, HAYMHAS C TIOCIIEeIHEH TOKa3aHHOM
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3aI1ucCu

OOHOBNIEHME 3aMKCeil B )KypHalle COObITHIA, 3akaHnuuBas ID mocienneit

>> .
JOCTYITHOM 3aIlluCH

5.1.12.5. InarHocTuka Kkabens

VeriPHY Cable Diagnostics

Cable Status
Port | Pair A | Length A | Pair B | Length B | Pair C | Length C | Pair D | Length D
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Puc. lnarnoctuka xabems

Haxwmute Start, 94T00BI 3allyCTHTh TUATHOCTHKY. JTO 3aiiMeT mpuMmepHo 5 cexyHa. Ecmu
BBIOpaHBI BCE TOPTHI, 3TO MOXET 3aHATh mpuoOnusutenbHo 15 cexynn. Ilocne 3aBepiieHus,
CTpaHWIIa aBTOMATHYECKH OOHOBUTCS M BbI CMOXETE MPOCMOTPETh Pe3yJbTaThl TUATHOCTHKU
kabenst B Tabmuie coctosHus kKabens. Mmeitte BBuay, uto VeriPHY momxomuT tompko st
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kabeneit gmuHo# 7-140 metpos. [lopTsl co ckopocthio 10 1 100 MOuT/C OyAyT OTKIIIOYEHBI IPU
sammycke VeriPHY. [Toatomy, 3anyck VeriPHY na ynpasnsromiem nopty co ckopoctbio 10 u 100

MOUT/C IPUBEIET K TOMY, YTO KOMMYTATOp MepecTaHeT OTBEYaTh Ha 3anpockl, noka VeriPHY ne
3aBepIIUT padoTy.

B TaGJII/ILIG OIIMCaHbl OCHOBHBIC IT10JIA:

Mone Onucanue

Port [TopT, KOTOPBI BBl XOTHTE AUAarHOCTHPOBaTh ¢ moMotbio VeriPHY Cable Diagnostics
Port: Homep nopra

Cable L p Tiop .
Pair: cocTostHue BUTOM mapbl

Status

Length: nnuna (B MeTpax) BUTO# maphbl

5.1.12.6. Ping-3anpochbl

Otnpaska [CMP Ping naketoB amns nposepku IP-coenuuenust.

ICMP Ping

IP Address |0.0.0.0
Ping Size 64

Puc. Ping-3anpocsl

[Tocne naxxarus Start OyayT ornpasiens! 5 makeroB ICMP, u mocne nmonyyenus oTeera
6YI[YT OTO6pa)KeHLI HOpr,Z[KOBBIfI HOMCDP U BpEMs MCKIY OTHpaBKOﬁ 3arpoca U NoJIYUCHUECM
OTBCTA. CTpaHI/II_Ia 6y,ZleT OOHOBIISITECSA ABTOMAaTH4YCCKH, ITOKa HE 6YILYT IMMOJIYYCHBI OTBCTHI Ha BCC
MAaKEThI, UJIN ITOKA HE UCTCUYCT BPEMS OKUAAHUSA.

PINGG6 server ::10.10.132.20

64 bytes from ::10.10.132.20: icmp_seq=0, time=0ms

64 bytes from ::10.10.132.20: icmp_seq=1, time=0ms

64 bytes from ::10.10.132.20: icmp_seq=2, time=0ms

64 bytes from ::10.10.132.20: icmp_seq=3, time=0ms

64 bytes from ::10.10.132.20: icmp_seq=4, time=0ms

Sent 5 packets, received 5 OK, 0 bad
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Hacrpoiika ICMP makeTos:

IToJie Onucanue
P IP anpec Ha3HaueHUA
Address AP
. . Pa3mep nonesnoit Harpy3ku ICMP nakera. Jlonyctumslie 3HaueHus — ot 8 1o 1400
Ping Size GaiiTon

5.1.13. NMuTtaHue 4yepe3s Ethernet (PoE)

5.1.13.1. Kondwurypauua PoE — PezepBupoBaHmne nutaHusa

3 coco0a pacrnpeieneHuss MOIIHOCTE! TUTaHUs 110 TIOpTaM

Power Over Ethernet Configuration

Reserved Power determined by |5 Class () Allocation O LLDP-MED
Power Management Mode ) Actual Consumption & Reserved Pawer

Primary Power Supply [W] | Backup Power Supply [W]

62
Port | PoE Enabled | Priority | Maximum Power [W]
Low [»
Low
Low [»
Low %

1
2
3
4

Reset

Puc. Kongurypanus PoE

B Ta6J'II/IH€ OIIMCaHbl OCHOBHBIC ITOJIA:

IHone Onucanue
Allocated ITosnp30BaTeny caMu ONPEAEIAIOT KOJIUYECTBO MUTAHUS, KOTOPOE TIOPT MOXKET
mode ucnosb3oBath. [loTpedasiemoe nuTaHue Uist KaXI0ro MopTa 0TOOPaXKeHo B
cronbie Maximum Power.
Kaxxpiit mopT aBTOMaTH4YECKH OMpeIeNsieT, CKOIbKO MUTAaHUs TOTPEOIATh B
COOTBETCTBHH C KJIACCOM IOAKIIOUEHHOr0 ycTpoiicTBa. CymiecTByer 3 kiacca
Class mode g !
norpedureneii: 4, 7 u 15,4 Bart (B atom pexume B cronbie Maximum Power He
UMEIOT 3HAYCHUS).

92 Www.symanitron.ru




m PykoBoactBo nonb3oBatena SWMGP-84SFP-w

OtoT pexxum cxox ¢ Class mode. Kaxknpiit mopt onpeensieT KOJTUIeCTBO

LLDP- noTpe0IsIeMOro MUTaHUs B COOTBETCTBHUH ¢ Noay4deHHoi PoE undopmanueii ¢
MED nomotisio LLDP nporokona. Ecnu nopT He nony4ut nHpopManuio, TuTaHue
mode Oyzner moaseneHo ¢ nmomotibio Class mode. (B aTom pexume B cronodiie

Maximum Power He MMEIOT 3HAYCHHS)

([l Bcex pexMMOB: €ClIi Ha OPTY MOTpedsieTcs 00blle MUTaHUs, YeM TpedyeTcs, IopT
OTKJIFOUUTCS)

5.1.13.2 HacTtpounka PoE — YnpaBneHne nutaHumem

Ecth nBa PCKUMaA, OIIPCACIIAIOIINUX, KOI'la ITOPT JOJIPKCH BBIKIIAOUYUTLCA.

Power Over Ethernet Configuration

Reserved Power determined by | & Class ) Allocation ) LLDP-MED

Power Management Mode ) Actual Consumption (& Reserved Power

Primary Power Supply [W] | Backup Power Supply [W]

62
Port | PoE Enabled | Priority | Maximum Power [W]
1 Low Al
2 Low hd
3 Low Al
4 Low %

Puc. Hactpoiika PoE — Ypasinenue nuranueM

B Ta6J'II/II_Ie OIIMCaHbl OCHOBHBIC ITOJIA:

IToJie Onucanue

Ecnu notpebnenue nutanus Ha MOPTAxX MPEBHIIIAET KOJTMYECTBO, KOTOPOE
MOJKET ITOJaBaTh UCTOYHUK ITUTAHUS, UIIH IPEBRIIAECT KOJIUYECTBO
Actual HEO0OXOUMOT0 MUTAHUs, TO TOPTHI OYAYT OTKIIIOUEHKI. B coOTBEeTCTBUY C
Consumption MIPUOPUTETHOCTHIO, TTIOPTHI OYYT OTKIIIOYEHBI. ECiii 1Ba mopTa UMEIOT
OJIMHAKOBBII MPUOPUTET, OYJET OTKIIOYECH TOT, Y KOTOPOTO HAMBBICIITHI

HOMeEp.
Reserved Ecnu o61iee TpeGyeMoe muTaHue MpeBbIIaeT KOJINYECTBO, KOTOPOE MOXKET
Power Mo/IaBaTh UCTOYHUK MUTaHUs. [IuTanue He OyACT MOIKIIIOUYEHO, ECIIH
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NUTaeMble YCTPONUCTBA OYAYT 3allpaminBaTh OOJIbIlIe MTUTAHUS, YEM JIOCTYITHO.

5.1.13.3. Hactpouka PoE — OcHOBHOM 1 pe3epBHbLIA UCTOYHUKN NUTAHUSA

Y PoE moxer ObITh 2 ucTouHMKa UTaHusA. OMH UCIIOIB3YETCSl KAK OCHOBHOM MCTOYHHUK
NIUTaHMs, U OJIMH KaK pe3epBHbIN. B citydae ecnu npousoiaer c00il OCHOBHOIO UCTOYHHUKA
MIATaHUS, PE3EPBHBIN POJOKUT paboTy. Eciu Henb3s onpeneauTh KOJIMYECTBO MUTAHMS,
KOTOPOE MUTAEMOE YCTPOICTBO MOXKET UCIOJIb30BaTh, MOKHO OMNPEIECTUTh €ro, yKazan
MOIIIHOCTb IMUTAHUSI, KOTOPOE OCHOBHOM M pe3epBHBIA UCTOYHUKU MUTAHUS MOTYT MepeaaBaTh.

Power Over Ethernet Configuration

Reserved Power determined by |+ Class O Allocation O LLDP-MED

Power Management Mode O Actual Consumption (®) Reserved Power

=

Primary Power Supply [W] | Backup Power Supply [W]

52
Port | PoE Enabled | Priority | Maximum Power [W]
1 Low v
2 Low ¥
3 Low v
4 Low v

| Save | [ Reset ]

Puc. Hactpoiika POE — OcHOBHOI U pe3epBHBINA UCTOYHUKHN TUTAHUS

5.1.13.4 HacTpounka PoE — HacTpoika nopToB.

Hacrpoiiku PoE Ha xaxxnom nopty
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Power Over Ethernet Configuration

Reserved Power determined by | ) Clzss O allocation O LLDP-MED
Power Management Mode (O Actual Consumption & Reserved Power

Primary Power Supply [W] | Backup Power Supply [W]

62
Port | PoE Enabled | Priority | Maximum Power [WT\
1 Low hd
2 Low |[&
3 Low |&
4 Low |&

J/

[ Save ] [ Feset ]

Puc. Hactpoiika PoE — HacTpoiika noptoB

B Ta6J'II/II_Ie OIIMCaHbl OCHOBHBIC ITIOJIA:

IToJie Onucanune

PoE Enable | Omnpenenser, BkiaroueH nmu PoE Ha mopty

[Tpuopurernocts noptoB. CyiiecTByeT 3 ypOBHS IPUOPUTETHOCTH: HU3KUH,
BBICOKUM U KPUTHYECKUM.

Priority [IpropHUTETHOCTD UCITONB3YETCSI, KOTJIA yIaJE€HHbIE YCTPOUCTBA 3allpalllMBAlOT
OosblIIe MUTaHKA, YeM UCTOUYHUK MUTAHUS MOXKET 101aBaTh. B aToM ciiyuae
MOPT C CaMbIM HU3KUN IPUOPUTETOM OyJI€T OTKIIIOUEH.

YuciaoBoe 3HAYCHHUEC, OTIPCACITAOIICE MAKCUMAJIBHOC KOJIMYECTBO ITMTAaHUSA B

Maximum o
BaTTaxX, KOTOPOE MOKET OBITh M0JIAHO HA KIIMEHTCKOE YCTPOUCTBO.
Power
(MakcumanesHo nonmyctumoe 3HaueHue — 102.3 Barra)
Save Haxwmure, 4T00bI COXpaHUTh HACTPONKHU
Reset HaxxmuTte, 4T00bI COpOCUTD TOCIETHIE U3MEHEHHS U BEPHYTh MPEAbLIYIINE

HACTPOWKHU

5.1.13.5 CocTtosiHne PoE

IIpocmoTtp Tekymero cocrosuus PoE Ha Bcex moprax.
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Power Over Ethernet Status
Auto-refresh [

Local Port | PD class | Power Reserved | Power Used | Current Used | Priority | Port Status
o] 0 [W] 0 [W] 0 [mA] Low Mo PD detected
0 0 [W] 0 [W] 0 [mA] Low Mo PD detected
0 0 [wW] 0 [w] 0 [mA] Low Mo PD detected
0 0 [W] 0 [W] 0 [mA] Low Mo PD detected
0 [w] 0 [w] 0 [mA]

Puc. Cocrosnue PoE

B TaGJII/ILIG OIIMCaHbl OCHOBHBIC IT0JIA:

ITose

Onucanue

Local Port

Howmep mopra

Power Reserved | [Turanus, TpedyeMoe KIIMEHTCKOMY YCTPOMCTBY.

Power Used

HI/ITaHI/Ie, KOTOPOC UCIIOJIB3YCT KIIMCHTCKOC YCTPOﬁCTBO Ha JJaHHBIM MOMEHT

Current Used

TOK, KOTOprﬁ HCIIOJIb3YCT KIIMCHTCKOC YCTpOﬁCTBO Ha JJAaHHBIA MOMEHT

Priority

IIpuopurer nopra, yKa3aHHbIN I10J1b30BATEIEM

Port Status

Craryc nopra

5.1.13.6 LLDP PoE cocegu

IIpocmotp

cocrosHusi Bcex LLDP PoE coceneit. Tabmuua conepUT HMHPOPMALUIO O

cocrosiHuu Bcex LLDP PoE coceneit. B crpokax Tabmuibl yka3aHO Ha KakuX MOPTax ObLIM
oOHapy»xeHsl LLDP PoE coceneii. B ctonfuax npusenena cienyromiast nHpopManus:

LLDP Neighbor Power Over Ethernet Information
Auto-refresh [

| Local Port | Power Type | Power Source | Power Priority | Maximum Power |

Puc. LLDP PoE cocenu

B Ta6J'II/II_[e ONMCAaHbl OCHOBHBIC I1OJIS .

IHone Onucanne
Local Port | [Topt kommyTaTopa, Ha KOTOpbIi ObLT ToTydeHsl LLDP nanHbie
Power Omnpenensier ycrpoiictBo kak PSE (ucrounuk PoE nuranus) wim PD (kiueHr).
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Type HewusBectHsli TUN onpeaensercs kak “Reserved”.
Ucrounuk nuranus, ucnonbzyemoiit PSE unu PD ycrpoiicTBamu.
Ecnu tun ycrpoiictBa — PSE, oHO MOXxeT paboTaTh 1100 ¢ TOMOILBIO
OCHOBHOT0, TUOO PE3EPBHOI0 UCTOYHUKA MUTaHUA. EClIM UCTOYHUK MUTaHUS HE
Power K
Source omnpeneseH, 3naueHue - Unknown.
Ecnu tun yctpotictBa — PD, oHO MOkeT paboTaTh OO0 C TOMOIIBIO JIOKATEHOTO
HCTOYHUKA ITIUTaHUS, JTHOO0 ucIob30oBaTh PSE kak nctounuk. OHO TakKe MOXKET
UCIOJIb30BaTh 00a UCTOYHHKA. ECIM HCTOUHUK MUTAaHUS HE OIpe/ieseH,
3Hauenue - Unknown.
Hcnonp3yemMoe MuTaHUE MOKa3bIBAET, CKOJIBKO TOKA MOTPEOISIET YCTPOMCTBO
Power Used
yepe3 PoE nopr
Power [Tpuopurer nutanus PoE yctpoiicta (kak PD, Tak u PSE). Cymectyer 3
Priorit YPOBHSI IPHOPUTETHOCTH: KPUTUYECKUM, BBICOKUN U HU3KUH.
y Ecnu npuopurer He onpenenén, s3uayenue nous - “Unknown”
YucnoBoe 3HaYeHHE, OMPEACIIAIONIee MAaKCUMAIbHOE KOJIMYECTBO MTUTAHUS B
BaTTax, kotopoe Tpedyercs PD ot PSE ycrpoiicTBa, mim MEHEIMaIbHOE
Maximum | konndecTBo nuTanus, koropoe PSE ycTpoiicTBO MOXkeT mogaBats uepes kadenb
Power MaKCUMaJIbHOM JIJTMHBI B COOTBETCTBUH C €TI0 HACTPOHUKAMM.
MakcumanbHo gonyctumoe 3Hadenue — 102.3 Barra. 3nauenue Oosnbiie 102.3
Bart ortobpaxaetcs kak “Reserved”.
Refresh Haxxmute, 4T00b1 OOHOBUTH CTPAHUILY
Auto-
refresh [TocTaBbTe ramouky, 4T00bI BKIIOUYUTH aBTOMATHYECKOE OOHOBIIEHHE CTPAHUIIBI.

Ilepe3arpys3ka cucremMbl

Hepe3arpy31<a cuctemsl. [locie BoccTaHOBIIEHUS YCTpOﬁCTBO 3arpy3uTcsa B 0OBIYHOM

pexume.

Warm Reset

Are you sure you want to perform a Warm Restart?

Puc. Ilepe3arpy3ka cuctemsl
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B Ta6J'II/II_[e OIIMCaHbl OCHOBHBIE I10JIA.

MMone | Onucanue
Yes Haxwmure, 4To0bI IEpE3arpy3uTh yCTPOICTBO
No Haxwmure, 4ToOBI BEepHYTHCS K CTPAHUIIE COCTOSTHUS TOpTa 0e3 nepe3arpy3ku

Copoc HacTpoek

Copoc Hactpoek ycrporicTta. Coxpansiercs: ToJIbko [P koHduryparusi.

Factory Defaults

Are you sure you want to reset the configuration to

Factory Defaults?

Puc. Copoc Hactpoek

B Ta6JII/IIIe OIIMCaHbl OCHOBHBIC I10JI.

IMose | Onucanue
Yes Haxxmure, 410061 COPOCUTH HACTPOWKH J10 3aBOJICKHUX
No Haxwmure, 4To0BI BEpHYTHCS K CTpaHMIIE COCTOSIHUS TIopTa 0e3 cOpoca HacTpoeK
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6. KomaHgHasa cTpokKa

6.1. YnpaBneHue ¢ NOMOLWbLIO KOMAaHAHOW CTPOKMU

Kpome web-ynpasnenus, SWMGP-84SFP-W Takxke TOIIEpKUBAIOT yIpaBICHUE C
MOMOIIBI0 KOMaH/IHOM CTPOKU. BbI MOXkeTe ncnoiap3oBaTh KOHCONb i Telnet s ynpasieHust
KOMMYTaTOpPOM.

YnpasJ/ieHue ¢ NOMOIIbLI0 KOMAH/IHOW CTPOKH Yepe3 MoC/ae10BATeIbHbII KOHCOJIbHBbIH
RS-232 nmopt (115200, 8, none, 1, none)

Jli1s HaCTpOMKM € MOMOUIBIO [TOCJIE0BATEIBLHOIO0 KOHCOIbHOIO RS-232 nopra ucnomne3syiite
kabenp RJ45 k DB9-F (DB-9 «mamay), 4TOOBI MOIKIHOYUTH KOHCOJMBHBIH RS-232 mopt
kommyTtaropa ¢ COM nopToM Ballero KOMIbOTEpa.

Jlist TOro, yTOOBI MOXYYUTH AOCTYII K KOHCOJIM Yepe3 nocienoBaresbhblii RS-232 kabensb:

lar 1. Ha pabouem cronme Windows Bwioepute Ilyck > Ilporpammer > CrangapTHbie >
Cgs3b > Hyper Terminal

@ Accessibility

- - s Y 3
'E Communications & HyperTerminal

@ Metwork Time Protocol  » (@1 Network and Dial-up Connections
@ System Tools 4 @ HyperTerminal

Ej Acrobat Reader 5.0

) Address Book

B8 Calculator

B¥ command Prompt

Q NetTime

@ Motepad

Windows Update % Paint
@ Windows Explorer

s » @ WordPad
@ MNetwork Associates  »
Documents » (33 startup »
& Internet Explorer
@ Outlook Express

ies

Programs

Settings

Search 4
Help

Run...

Shut Down. ..

MOo>KHO UCTIOIB30BaTh JIIOO0H APYroil SMyIsSTOp TepMHUHANA, TAKOK Kak Putty.

Iar 2. Beegure nMs 1T HOBOT'O COEIMHEHUSI
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I e New Connection - HyperTerminal - e

File Edit Yiew Call Transfer Help

Connection Description _'7151

% New Connection
|

Enter a name and choose an icon for the connection:
Name:

Icon:

0K | Cancel |

Disconnected |Auto detect  |Auto detect [seroll  [cAPS  [num [Capture  [Print echo

Hlar 3. Beibepute Homep COM nopta Jyist €ro UCIoJIb30BaHMs

& termnial - HyperTerminal [ s

File Edit View Call Transfer Help

% termnial

Enter details for the phone number that you want to dial:

Country/region: ITaiwan [886) _'_I

Area code: 12

Phone number: |

Connect using: (ST
0K I Cancel I

Disconnected |auto detect  |Auto detect SCROLL  [CARS [Num  [Capture  [Print echo

100

o
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[Iar 4. Hacrpoiika cBoiictB COM mnopta. 9600 nnst OUT B CEKyHIy, 8 Uisi OUT JaHHBIX,
None Jyist 4eTHOCTH, | AJIs CTOMOBBIX OMTOB U NONE JJIsI YIPABICHUS TTIOTOKOM.

T T e =10l =

[ Port Settings |

B

Bitz per second: l 9500

Ll

Data bits: ! 8

L«

Lol

Parity: I Mone

Stop bitg; |1

Lol

L«

Flow contral; |None

Restore Defaults

oK I Cancel | Apply I

K

|Disc0nnected |Aut0 detect |Aut0 deteck i:'--:F‘ oLl i-:A-':'E- |NUM |-".ap-‘.‘-.ue |I3ri.-.l_ echo 4

[Har 5. [TosBUTCS OKHO BXOJa B cUCTeMy. BBenurte nMs monp3oBaTelns U Mapoib (mapoiib
TaKoi ke, kak u 111 Web Opaysepa), 3aTeM HaxMuUTe enter.

RedBoot{tm) bootstrap and debug environment [ROMRAMI
Hon-certified release, version 1_B6-Yitesse - built 15:15:15, Dec 6 2007

Platform: LUTON28 system (ARM9) @178MHz
Copyright (C) 2006, 2601, 2002, 2003, 2004 Red Hat, Inc.
Copyright (C) 2083, 2004, 2005, 2006 eCosCentric Limited

RAM: 0x00000000-0x04000000, [0x0002c360-0x03fd10088] available

FLASH: 080000000 - 0x803800000, 128 blocks of OxBO020000 bytes each.
== Executing boot script in 1.800 seconds - enter “C to abort
RedBoot> fis load —-a managed

Image loaded from BxB0100000-0x0B409cLB

RedBoot> go

Username:

Yunpasienue yepe3 Telnet
[Tonp3oBaTenu MOTYT UCTIONB30BaTh Telnet st HACTPOMKU KOMMYTaTOPOB.

3Ha4YEHMS 10 YMOJIYAHUIO!
e [P agpec: 192.168.10.1
e Subnet Mask: 255.255.255.0
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e Default Gateway: 192.168.10.254

e User Name: admin

e Password: admin
Jyist TOro, 4TOOBI MOJIYYUTh AOCTYI K KoHCoNU Telnet:

[ITar 1. HaGpatp telnet *IP agpec kommyraTopa™ n3 KOMaHIHON cTpoku windows (Wiu
m000¥ aHaor)

Run 2 x|

Type the name of a program, folder, document, or
Internet resource, and Windows will open it for vou,

Open: | telnet 192.168.10.1 ~|

| OK I Cancel l Browse... I

[ar 2. [TosBUTCS OKHO BXOJa B CUCTeMy. BBenuTe MMsl 1MOJIb30BaTels U Napoiib (TIaposib
TaKoi ke, kak u a1 Web Opaysepa), 3aTeM HaxMuUTE enter.
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I'pynnsi komanjg

Command Groups:

System

System settings and reset options
Syslog Server Configuration

IP configuration and Ping
Authentication

Port management

Link Aggregation

Link Aggregation Control Protocol
Spanning Tree Protocol

IEEE 882 .18 port authentication
Internet Group Management Protocol snooping
Link Layer Discovery Protocol

MAC address table

Uirtual LAN

Private ULAN

Quality of Service

Access Control List

Port mirroring

Load~5ave of configuration wvia TFTP
Simple Metwork Management Protocol
Dovnload of firmware via TFTP
Fault Alarm Configuration

SFLOW

System>

Configuration [all] [<port_list>]

Reboot

Restore Default [keep_ip]

Contact [<contact>]

Name [<name>]

Location [<location>]

Description [<description>]

Password <password>

Username [<username>]

Timezone [<offset>]

Log [<log_id>] [alllinfo|warning|error] [clear]
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Syslog

Syslog> ServerConfiguration [<ip_addr>]

Configuration

DHCP [enable|disable]

IP> Setup [<ip_addr>] [<ip_mask>] [<ip_router>] [<vid>]

Ping <ip_addr_string> [<ping_length>]

SNTP [<ip_addr_string>]

Auth

Configuration

Timeout [<timeout>]
Deadtime [<dead_time>]

RADIUS [<server_index>] [enable|disable] [<ip_addr_string>]
Auth> [<secret>] [<server_port>]

ACCT_RADIUS [<server_index>] [enable|disable] [<ip_addr_string>]
[<secret>] [<server_port>]

Client [console|telnet|ssh|jweb] [none|local|radius] [enable|disable]

Statistics [<server_index>]

Port

Configuration [<port_list>]

State [<port_list>] [enable|disable]

Port> Mode [<port_list>] [10hdx|10fdx|100hdx|100fdx|1000fdx|auto]

Flow Control [<port_list>] [enable|disable]

MaxFrame [<port_list>] [<max_frame>]
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Power [<port_list>] [enable|disable|actiphy|dynamic]

Excessive [<port_list>] [discard|restart]

Statistics [<port_list>] [<command>]

VeriPHY [<port_list>]

Aggr

Aggr>

Configuration

Add <port_list> [<aggr_id>]

Delete <aggr_id>

Lookup [<aggr_id>]

Mode [smac|dmac]ip|port] [enable|disable]

LACP

LACP>

Configuration [<port_list>]

Mode [<port_list>] [enable|disable]

Key [<port_list>] [<key>]

Role [<port_list>] [active|passive]

Status [<port_list>]

Statistics [<port_list>] [clear]

STP

STP>

Configuration

Version [<stp_version>]

Non-certified release, v

Txhold [<holdcount>]lt 15:15:15, Dec 6 2007

MaxAge [<max_age>]
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FwdDelay [<delay>]

bpduFilter [enable|disable]

bpduGuard [enable|disable]

recovery [<timeout>]

CName [<config-name>] [<integer>]

Status [<msti>] [<port_list>]

Msti Priority [<msti>] [<priority>]

Msti Map [<msti>] [clear]

Msti Add <msti> <vid>

Port Configuration [<port_list>]

Port Mode [<port_list>] [enable|disable]

Port Edge [<port_list>] [enable|disable]

Port AutoEdge [<port_list>] [enable|disable]

Port P2P [<port_list>] [enable|disable|auto]

Port RestrictedRole [<port_list>] [enable|disable]

Port RestrictedTcn [<port_list>] [enable|disable]
Port bpduGuard [<port_list>] [enable|disable]

Port Statistics [<port_list>]

Port Mcheck [<port_list>]

Msti Port Configuration [<msti>] [<port_list>]

Msti Port Cost [<msti>] [<port_list>] [<path_cost>]

Msti Port Priority [<msti>] [<port_list>] [<priority>]

Dotlx

Dotlx>

Configuration [<port_list>]
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Mode [enable|disable]

State [<port_list>] [macbased|autolauthorized|unauthorized]

Authenticate [<port_list>] [now]

Reauthentication [enable|disable]

Period [<reauth_period>]

Timeout [<eapol_timeout>]

Statistics [<port_list>] [clear|eapol|radius]

Clients [<port_list>] [all|<client_cnt>]

Agetime [<age_time>]

Holdtime [<hold_time>]

IGMP

IGMP>

Configuration [<port_list>]

Mode [enable|disable]

State [<vid>] [enable|disable]

Querier [<vid>] [enable|disable]

Fastleave [<port_list>] [enable|disable]

Router [<port_list>] [enable|disable]

Flooding [enable|disable]

Groups [<vid>]

Status [<vid>]

LLDP

LLDP>

Configuration [<port_list>]

Mode [<port_list>] [enable|disable|rx|tx]
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Optional_TLV
[<port_list>][port_descr|sys_name|sys_descr|sys_capajmgmt_addr]
[enable|disable]

Interval [<interval>]

Hold [<hold>]

Delay [<delay>]

Reinit [<reinit>]

Info [<port_list>]

Statistics [<port_list>] [clear]

MAC

MAC>

Configuration [<port_list>]

Add <mac_addr> <port_list> [<vid>]

Delete <mac_addr> [<vid>]

Lookup <mac_addr> [<vid>]

Agetime [<age_time>]

Learning [<port_list>] [auto|disable|secure]

Dump [<mac_max>] [<mac_addr>] [<vid>]

Statistics [<port_list>]

Flush

VLAN

VLAN>

Configuration [<port_list>]

Aware [<port_list>] [enable|disable]

PVID [<port_list>] [<vid>|none]

FrameType [<port_list>] [all[tagged]
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Add <vid> [<port_list>]

Delete <vid>

Lookup [<vid>]

PVLAN

PVLAN>

Configuration [<port_list>]

Add <pvlan_id> [<port_list>]

Delete <pvlan_id>

Lookup [<pvlan_id>]

Isolate [<port_list>] [enable|disable]

QOS

Configuration [<port_list>]

Classes [<class>]

Default [<port_list>] [<class>]

Tagprio [<port_list>] [<tag_prio>]

QCL Port [<port_list>] [<qcl_id>]

QoS>

QCL Add [<qcl_id>] [<qgce_id>] [<qce_id_next>]
(etype <etype>) |

(vid <vid>) |

(port <udp_tcp_port>) |

(dscp <dscp>) |

(tos <tos_list>) |

(tag_prio <tag_prio_list>)

<class>

QCL Delete <qcl_id> <qce_id>
QCL Lookup [<qcl_id>] [<qgce_id>]
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Mode [<port_list>] [strictjweighted]

Weight [<port_list>] [<class>] [<weight>]

Rate Limiter [<port_list>] [enable|disable] [<bit_rate>]

Shaper [<port_list>] [enable|disable] [<bit_rate>]

Storm Unicast [enable|disable] [<packet_rate>]

Storm Multicast [enable|disable] [<packet_rate>]

Storm Broadcast [enable|disable] [<packet_rate>]

ACL

ACL>

Configuration [<port_list>]

Action [<port_list>] [permit|deny] [<rate_limiter>] [<port_copy>]
[<logging>] [<shutdown>]
Policy [<port_list>] [<policy>]

Rate [<rate_limiter_list>] [<packet_rate>]

Add [<ace_id>] [<ace_id_next>] [switch | (port <port>) | (policy <policy>)]
[<vid>] [<tag_prio>] [<dmac_type>]

[(etype [<etype>] [<smac>] [<dmac>]) |

(arp [<sip>] [<dip>] [<smac>] [<arp_opcode>] [<arp_flags>]) |

(ip [<sip>] [<dip>] [<protocol>] [<ip_flags>]) |

(icmp [<sip>] [<dip>] [<icmp_type>] [<icmp_code>] [<ip_flags>]) |

(udp [<sip>] [<dip>] [<sport>] [<dport>] [<ip_flags>]) |

(tcp [<sip>] [<dip>] [<sport>] [<dport>] [<ip_flags>] [<tcp_flags>])]
[permit/deny] [<rate_limiter>] [<port_copy>] [<logging>] [<shutdown>]
Delete <ace_id>

Lookup [<ace_id>]

Clear
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Mirror
Configuration [<port_list>]
Mirror> Port [<port>|disable]
Mode [<port_list>] [enable|disable|rx|tx]
Config
Save <ip_server> <file_name>
Config>
Load <ip_server> <file_name> [check]
SNMP
Trap Inform Retry Times [<retries>]
Trap Probe Security Engine ID [enable|disable]
Trap Security Engine ID [<engineid>]
Trap Security Name [<security name>]
Engine ID [<engineid>]
Community Add <community> [<ip_addr>] [<ip_mask>]
Community Delete <index>
Community Lookup [<index>]
SNMP>

User Add <engineid> <user_name> [MD5|SHA] [<auth_password>]
[DES]

[<priv_password>]

User Delete <index>

User Changekey <engineid> <user_name> <auth_password>
[<priv_password>]

User Lookup [<index>]

Group Add <security_model> <security _name> <group_name>

Group Delete <index>
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Group Lookup [<index>]

View Add <view_name> [included|excluded] <oid_subtree>

View Delete <index>

View Lookup [<index>]

Access Add <group_name> <security_model> <security _level>

[<read_view_name>] [<write_view_name>]

Access Delete <index>

Access Lookup [<index>]

Firmware
Firmware> Load <ip_addr_string> <file_name>
Fault
Alarm PortLinkDown [<port_list>] [enable|disable]
Fault>
Alarm PowerFailure [pwrl|pwr2|pwr3] [enable|disable]
SFLOW
mode [enable|disable]
version [v2|v5]
rate [<integer>]
SFLOW> interval [<integer>]

coladdr [<ip_addr>]

colport [<integer>]

show
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